IA-32 Intel® Architecture
Software Developer’s
Manual

Volume 3:
System Programming Guide

NOTE: The 1A-32 Intel Architecture Developer’s Manual consists of three
books: Basic Architecture, Order Number 245470; Instruction Set
Reference Manual, Order Number 245471; and the System Programming
Guide, Order Number 245472.

Please refer to all three volumes when evaluating your design needs.

2001



Information in this document is provided in connection with Intel products. No license, express or implied, by estoppel
or otherwise, to any intellectual property rights is granted by this document. Except as provided in Intel's Terms and
Conditions of Sale for such products, Intel assumes no liability whatsoever, and Intel disclaims any express or implied
warranty, relating to sale and/or use of Intel products including liability or warranties relating to fitness for a particular
purpose, merchantability, or infringement of any patent, copyright or other intellectual property right. Intel products are
not intended for use in medical, life saving, or life sustaining applications.

Intel may make changes to specifications and product descriptions at any time, without notice.

Designers must not rely on the absence or characteristics of any features or instructions marked “reserved” or
“undefined.” Intel reserves these for future definition and shall have no responsibility whatsoever for conflicts or
incompatibilities arising from future changes to them.

Intel's 1A-32 Intel® Architecture processors (e.g., Pentium® 4 and Pentium® 111 processors) may contain design
defects or errors known as errata. Current characterized errata are available on request.

Intel®, Intel386™, Intel486™, Pentium®, Intel® Xeon™, Intel® NetBurst™, MMX™, and Itanium™ are trademarks
owned by Intel Corporation.

*Third-party brands and names are the property of their respective owners.

Contact your local Intel sales office or your distributor to obtain the latest specifications and before placing your
product order.

Copies of documents which have an ordering number and are referenced in this document, or other Intel literature,
may be obtained from:

Intel Corporation
P.O. Box 7641
Mt. Prospect IL 60056-7641

or call 1-800-879-4683
or visit Intel's website at http:\\www.intel.com

COPYRIGHT © 1997 - 2001 INTEL CORPORATION



intel.

TABLE OF CONTENTS

PAGE

CHAPTER 1
ABOUT THIS MANUAL
1.1. IA-32 PROCESSORS COVERED INTHISMANUAL ... ...t 1-1
1.2. OVERVIEW OF THE IA-32 INTEL® ARCHITECTURE SOFTWARE

DEVELOPER'S MANUAL, VOLUME 3: SYSTEM PROGRAMMING GUIDE ... .. 1-1
1.3. OVERVIEW OF THE IA-32 INTEL ARCHITECTURE SOFTWARE

DEVELOPER’'S MANUAL, VOLUME 1: BASIC ARCHITECTURE ............. 1-4
1.4. OVERVIEW OF THE IA-32 INTEL ARCHITECTURE SOFTWARE

DEVELOPER'S MANUAL, VOLUME 2: INSTRUCTION SET REFERENCE ... .. 1-5
1.5. NOTATIONAL CONVENTIONS . . ..o e 1-6
1.5.1. Bitand Byte Order. . .. ... .. 1-6
1.5.2. Reserved Bits and Software Compatibility . ............. ... ... ... .. ..... 1-6
1.5.3. INStruCtion OPErands . . ... ..ot e 1-7
1.54. Hexadecimal and Binary Numbers ... ........ ... ... ... .. . . . .. 1-8
1.55. Segmented AdAreSSiNg . . . ..ot i 1-8
1.5.6. EXCEPHONS. . o 1-8
1.6. RELATED LITERATURE . . . . ... e e e 1-9
CHAPTER 2
SYSTEM ARCHITECTURE OVERVIEW
2.1. OVERVIEW OF THE SYSTEM-LEVEL ARCHITECTURE ................... 2-1
2.1.1. Global and Local Descriptor Tables .. ......... ... .. . ... . . . 2-3
2.1.2. System Segments, Segment Descriptors,and Gates. .. ................... 2-3
2.1.3. Task-State Segmentsand TaskGates . . .. ...t 2-4
2.1.4. Interrupt and Exception Handling . ........... ... . ... . . . . 2-4
2.1.5. Memory Management . .. ... e 2-5
2.1.6. System RegiSterS . ... e e 2-5
2.1.7. Other System RESOUICES . . . . vttt e e e e e e 2-6
2.2. MODES OF OPERATION . ..o e 2-6
2.3. SYSTEM FLAGS AND FIELDS IN THE EFLAGS REGISTER ................ 2-7
2.4, MEMORY-MANAGEMENT REGISTERS . ....... ... i 2-10
2.4.1. Global Descriptor Table Register (GDTR). . . ... ..ottt 2-10
2.4.2. Local Descriptor Table Register (LDTR) . .. ... ..ot 2-11
2.4.3. IDTR Interrupt Descriptor Table Register ... ........... .. ... .. ... .... 2-11
2.4.4. Task Register (TR) ... .ot e e e e e 2-11
2.5. CONTROL REGISTERS . . ..ot e e 2-12
251 CPUID Quialification of Control Register Flags . . . ........... ... .. ...... 2-18
2.6. SYSTEM INSTRUCTION SUMMARY . . .. e 2-18
2.6.1 Loading and Storing System Registers. . ........ ... . i 2-20
2.6.2 Verifying of Access Privileges . . . ... ... 2-20
2.6.3. Loading and Storing Debug Registers. . . ......... .. ... . . 2-21
2.6.4. Invalidating Caches and TLBS. . .. ... .. it i 2-21
2.6.5 Controlling the Processor . . ... e 2-22
2.6.6 Reading Performance-Monitoring and Time-Stamp Counters .............. 2-22
2.6.7 Reading and Writing Model-Specific Registers. . ........................ 2-23



TABLE OF CONTENTS

PAGE
CHAPTER 3
PROTECTED-MODE MEMORY MANAGEMENT
3.1 MEMORY MANAGEMENT OVERVIEW . .. ... ... i 3-1
3.2. USING SEGMENTS. . .. e e e 3-3
3.2.1. Basic Flat Model . . ... ... 3-3
3.2.2. Protected Flat Model . . . ... ... . e 3-3
3.2.3. Multi-Segment Model. . . ... ... 3-5
3.2.4. Paging and Segmentation. . . ........ ... . 3-6
3.3. PHYSICAL ADDRESS SPACE .. ... . e 3-6
3.4. LOGICAL AND LINEAR ADDRESSES . .. ... e 3-6
3.4.1. SegmeNnt SEleCtOrS . ... ... e 3-7
3.4.2. Segment RegiSters . .. ... e 3-8
3.4.3. SegMeENt DESCIPIOIS. . . .t ottt 3-9
3.4.3.1. Code- and Data-Segment Descriptor TYpes. . . ... i i i i i i 3-12
3.5. SYSTEM DESCRIPTOR TYPES . . ... .o e 3-14
3.5.1. Segment Descriptor Tables. . . ... . 3-15
3.6. PAGING (VIRTUAL MEMORY) OVERVIEW . . . ... oo 3-17
3.6.1. Paging Options . ... ... . e 3-18
3.6.2. Page Tables and DIireCtories. . . .. ..o e e e 3-19
3.7. PAGE TRANSLATION USING 32-BIT PHYSICAL ADDRESSING ... ......... 3-19
3.7.1. Linear Address Translation (4-KByte Pages) . ..., 3-20
3.7.2. Linear Address Translation (4-MByte Pages) . . ........... ... 3-21
3.7.3. Mixing 4-KByte and 4-MByte Pages . . .. ... ii i 3-22
3.7.4. Memory AlIaSING . . . . ..o 3-22
3.7.5. Base Address of the Page Directory . . .. ... 3-22
3.7.6. Page-Directory and Page-Table Entries . .. ............. .. ... .o, 3-23
3.7.7. Not Present Page-Directory and Page-Table Entries . . ... ................ 3-27
3.8. 36-BIT PHYSICAL ADDRESSING USING THE PAE PAGING MECHANISM ... 3-27
3.8.1. Linear Address Translation With PAE Enabled (4-KByte Pages) . ........... 3-28
3.8.2. Linear Address Translation With PAE Enabled (2-MByte Pages). . .......... 3-29
3.8.3. Accessing the Full Extended Physical Address Space With the Extended
Page-Table Structure . .......... . e 3-30
3.8.4. Page-Directory and Page-Table Entries With Extended Addressing Enabled . .3-30
3.9. 36-BIT PHYSICAL ADDRESSING USING THE PSE-36 PAGING MECHANISM. 3-33
3.10. MAPPING SEGMENTS TOPAGES . ... ... e 3-35
3.11. TRANSLATION LOOKASIDE BUFFERS (TLBS) . .......... i 3-36
CHAPTER 4
PROTECTION
4.1. ENABLING AND DISABLING SEGMENT AND PAGE PROTECTION . ......... 4-1
4.2. FIELDS AND FLAGS USED FOR SEGMENT-LEVEL AND PAGE-LEVEL
PROTECTION . ..ot e e e 4-2
4.3. LIMIT CHECKING . .. ..o e e e e e e e e 4-4
4.4. TYPE CHECKING . ... e e e e e e 4-5
4.4.1. Null Segment Selector Checking. . ......... .. i 4-6
4.5. PRIVILEGE LEVELS . . .. .. e e 4-7
4.6. PRIVILEGE LEVEL CHECKING WHEN ACCESSING DATA SEGMENTS .. .... 4-8
4.6.1 Accessing Datain Code Segments. . . ...t 4-10
4.7. PRIVILEGE LEVEL CHECKING WHEN LOADING THE SS REGISTER . ... ... 4-11
4.8. PRIVILEGE LEVEL CHECKING WHEN TRANSFERRING PROGRAM
CONTROL BETWEEN CODE SEGMENTS ... ... .. 4-11
481 Direct Calls or Jumps to Code Segments . .. ......... i, 4-12



Int9|® TABLE OF CONTENTS

PAGE

4.8.1.1. Accessing Nonconforming Code Segments . . . ...................... 4-13
4.8.1.2. Accessing Conforming Code Segments. . .......... .. ... 4-14
4.8.2. Gate DESCIIPLOrS . . . oot e e 4-15
4.8.3. Call GateS . .ot 4-15
4.8.4. Accessing a Code Segment ThroughaCallGate. . ..................... 4-16
4.8.5. Stack SWItChing . . . . . .. 4-19
4.8.6. Returning from a Called Procedure. .. ......... . i 4-22
4.8.7. Performing Fast Calls to System Procedures with the SYSENTER and

SYSEXIT INSLrUCtioNS . . . . .o e 4-23
4.9. PRIVILEGED INSTRUCTIONS . . ... e e 4-24
4.10. POINTER VALIDATION . . . .o 4-25
4.10.1. Checking Access Rights (LAR Instruction) . ............. .. ... .. ....... 4-25
4.10.2. Checking Read/Write Rights (VERR and VERW Instructions) ............. 4-26
4.10.3. Checking That the Pointer Offset Is Within Limits (LSL Instruction) ......... 4-27
4.10.4. Checking Caller Access Privileges (ARPL Instruction) .. ................. 4-27
4.10.5. Checking AlignmeEnt. . . .. ... e e 4-29
4.11. PAGE-LEVEL PROTECTION. . . ..o e 4-29
411.1. Page-Protection Flags . . . . ... ..o 4-30
4.11.2. Restricting Addressable Domain . . . ........... . i e 4-30
4.11.3. Page TYPE . .o 4-31
4.11.4. Combining Protection of Both Levels of Page Tables . .. ................. 4-31
4.11.5. Overridesto Page Protection. . . ......... . e 4-31
4.12.  COMBINING PAGE AND SEGMENT PROTECTION .. ............c.coun... 4-32
CHAPTER 5
INTERRUPT AND EXCEPTION HANDLING
5.1. INTERRUPT AND EXCEPTION OVERVIEW ... ... . i 5-1
5.1.1. Sources Of INterrupts . . ... .o e 5-1
5.1.1.1. External INterrupts. . . . ... 5-2
5.1.1.2. Maskable Hardware Interrupts . . .. ...t e 5-2
5.1.1.3. Software-Generated Interrupts . . .. ... ... . 5-3
5.1.2. Sources Of EXCEPLIONS. . . . ..ot e 5-3
5.1.2.1. Program-Error EXCeptions . ... i 5-3
5.1.2.2. Software-Generated EXCEptions . . . . .. ... 5-3
5.1.2.3. Machine-Check EXceptions . .. ... ... .. ... 5-4
5.2. EXCEPTION AND INTERRUPTVECTORS . ... ... i 5-4
5.3. EXCEPTION CLASSIFICATIONS . .. ..o e 5-4
5.4, PROGRAM OR TASK RESTART. . ..ottt it e e 5-6
5.5. NONMASKABLE INTERRUPT (NMI). . ..o 5-7
5.5.1. Handling Multiple NMIS . . .. ... 5-8
5.6. ENABLING AND DISABLING INTERRUPTS. . .. .. ..o e 5-8
5.6.1. Masking Maskable Hardware Interrupts .. ........ ... ..., 5-8
5.6.2. Masking Instruction Breakpoints ... ... ... ... ... . . 5-9
5.6.3. Masking Exceptions and Interrupts When Switching Stacks. . .............. 5-9
5.7. PRIORITY AMONG SIMULTANEOUS EXCEPTIONS AND INTERRUPTS .. ... 5-10
5.8. INTERRUPT DESCRIPTOR TABLE (IDT). . ..ottt e 5-11
5.9. IDT DESCRIPTORS. . . o e e 5-12
5.10. EXCEPTION AND INTERRUPT HANDLING . . .. ... . 5-12
5.10.1. Exception- or Interrupt-Handler Procedures . . ......... ... ... ... ... .... 5-13
5.10.1.1. Protection of Exception- and Interrupt-Handler Procedures. .. .......... 5-15
5.10.1.2. Flag Usage By Exception- or Interrupt-Handler Procedure. .. ........... 5-16
5.10.2. Interrupt Tasks. . . .. 5-17



TABLE OF CONTENTS Int9|®

PAGE
5.11. ERROR CODE. . . .ot e e 5-18
5.12. EXCEPTION AND INTERRUPT REFERENCE . . .. ... ... ... .o 5-19
Interrupt 0—Divide Error Exception (#DE) .. ........ ... ... ... ... 5-21
Interrupt 1—Debug Exception (#DB). . . . .. ... 5-22
Interrupt 2—NMI INterrupt . . ... ..o e 5-23
Interrupt 3—Breakpoint Exception (#BP) .. ...... ... .. ... . .. o, 5-24
Interrupt 4—Overflow Exception (HOF) . . ... .. ... i i 5-25
Interrupt 5—BOUND Range Exceeded Exception (#BR) .. ................ 5-26
Interrupt 6—Invalid Opcode Exception (#UD). .. ... ... .. ... ... ... ..... 5-27
Interrupt 7—Device Not Available Exception (#NM) . .. ................... 5-29
Interrupt 8—Double Fault Exception (#DF). .. ... .. ... .. i 5-31
Interrupt 9—Coprocessor Segment OVerrun. . .. ... it 5-33
Interrupt 10—Invalid TSS Exception (#TS) . . ... ..ot 5-34
Interrupt 11—Segment Not Present (#NP) . . ... ... ... . . 5-36
Interrupt 12—Stack Fault Exception (#SS) . . .. ... .. . 5-38
Interrupt 13—General Protection Exception (#GP). ... ......... .. ... ..... 5-40
Interrupt 14—Page-Fault Exception (#PF) .. ... ... ... ... .. . . . 5-43
Interrupt 16—x87 FPU Floating-Point Error (#MF) . .. .................... 5-46
Interrupt 17—Alignment Check Exception (#AC) ......... ..., 5-48
Interrupt 18—Machine-Check Exception (#MC) . .. ....... .. ... ... ... .. 5-50
Interrupt 19—SIMD Floating-Point Exception (#XF) . .. ......... .. ... ..... 5-52
Interrupts 32 to 255—User Defined Interrupts. . .. ... .. ... ... ... 5-55
CHAPTER 6
TASK MANAGEMENT
6.1. TASK MANAGEMENT OVERVIEW. . .. ... e 6-1
6.1.1. Task StruCtUre . . . .. e 6-1
6.1.2. Task State . . .. 6-2
6.1.3. Executing @a Task. . .. ... e 6-3
6.2. TASK MANAGEMENT DATA STRUCTURES. . ... ... i 6-4
6.2.1. Task-State Segment (TSS) . .. ...ttt e e e 6-4
6.2.2. TSS DESCHPIOr « . .t et e e e 6-6
6.2.3. Task Register . . ... 6-8
6.2.4. Task-Gate DeSCriptOr . ..ot 6-8
6.3. TASK SWITCHING . . .o s 6-10
6.4. TASK LINKING. . .ot e 6-14
6.4.1. Use of Busy Flag To Prevent Recursive Task Switching .................. 6-16
6.4.2. Modifying Task Linkages. . .. ... . 6-16
6.5. TASK ADDRESS SPACE .. ..o e 6-17
6.5.1. Mapping Tasks to the Linear and Physical Address Spaces. ............... 6-17
6.5.2. Task Logical ADdress Space. . ... ..ot e 6-18
6.6. 16-BIT TASK-STATE SEGMENT (TSS) . ..ottt i 6-19
CHAPTER 7
MULTIPLE-PROCESSOR MANAGEMENT
7.1. LOCKED ATOMIC OPERATIONS. . . ..o e e 7-2
7.1.1. Guaranteed Atomic Operations. . . .. .. .ottt 7-2
7.1.2. BUS LOCKING . . . ..ot 7-3
7.1.2.1. Automatic LoCKIiNg . .. ... o 7-3
7.1.2.2. Software Controlled Bus Locking . . . ... i 7-4

Vi



Int9|® TABLE OF CONTENTS

7.1.3.
7.1.4.

7.2.1.
722
723

7.6.7.1.
7.6.8.
7.6.9.
7.6.9.1.
7.6.9.2.
7.6.9.3.
7.6.9.4.
7.6.9.5.
7.6.10.
7.6.11.
7.6.12.
7.6.13.

7.6.13.1.
7.6.13.2.
7.6.13.3.
7.6.13.4.
7.6.13.5.
7.6.13.6.

7.6.14.

7.6.14.1.
7.6.14.2.
7.6.14.3.
7.6.14.4.
7.6.14.5.

7.6.15.

PAGE
Handling Self- and Cross-ModifyingCode. .. ........... .. ... .. ... ... 7-5
Effects of a LOCK Operation on Internal Processor Caches. ............... 7-6
MEMORY ORDERING . . . ... e e e e 7-7
Memory Ordering in the Pentium® and Intel486™ Processors . ............. 7-7
Memory Ordering Pentium® 4, Intel® Xeon™, and P6 Family Processors . . . . . 7-7
Out-of-Order Stores For String Operations in Pentium 4, Intel Xeon, and
P6 Family ProCessSors .. ..o vttt e e 7-9
Strengthening or Weakening the Memory Ordering Model .. .............. 7-10
PROPAGATION OF PAGE TABLE AND PAGE DIRECTORY ENTRY
CHANGES TO MULTIPLE PROCESSORS . . . ... e 7-12
SERIALIZING INSTRUCTIONS . . . ..o e 7-12
PAUSE INSTRUCTION . . ..o e e e e e 7-14
ADVANCED PROGRAMMABLE INTERRUPT CONTROLLER (APIC). ........ 7-14
Presence of APIC ... .. 7-16
Enabling or Disabling the Local APIC . . ........ ... .. ... . . . .. 7-16
APIC BUS VS. SYStEM BUS. . . . oo e 7-16
INtEITUPES OVEIVIEW . . . ottt i e e e e 7-17
INEETUPES. . . o 7-17
Valid INnterrupts . . ..o 7-17
Interrupt Priority . . ... 7-17
Processor Priority . . ... .. 7-18
Recommended APIC/XAPIC Interrupt Priority Model .. ................ 7-18
INTEITUPL SOUICES . . . et et 7-19
Bus Arbitration OVerview . . . ... ... e 7-20
The Local APIC Block Diagram . .. . ... ..o e 7-21
Local APIC Status and Location . ...ttt 7-24
Relocating the Local APIC Registers .. ......... ... .. 7-25
LOCal APIC ID . . .o 7-25
Interrupt Destination . ........... i e 7-26
Physical Destination Mode . . .. ... .. e 7-26
Logical Destination Mode . . . ... . 7-26
Flat Model . . . ..o 7-27
Cluster Model . ... .. e 7-27
Arbitration Priority . . . . ... . 7-28
Interrupt Distribution Mechanisms . . ............. ... ... .. . . . i 7-28
Local Vector Table. . . ... ... 7-29
Interprocessor and Self-Interrupts . . ... ... 7-32
INterrupt ACCEPLANCE . . . . oot e 7-37
Interrupt Acceptance Decision Flow Chart . .......... ... .. ... .... 7-38
Task Priority Register . .. ... ... 7-38
Processor Priority Register (PPR). . . ... 7-40
Arbitration Priority Register (APR) .. ... ... . . 7-40
SpUrioUS INterrUPt . . . .o e 7-40
End-Of-Interrupt (EOI) . ... .. i e 7-41
Local APIC State . . . .. ..o e 7-41
Spurious-Interrupt Vector Register . . .. ... ... 7-42
Local APIC Initialization . .......... . 7-43
Local APIC State After Power-UpReset. . . ........ ... .. ... .. ...... 7-43
Local APIC State Afteran INITReset. . ............ .. . ... 7-43
Local APIC State After INIT-DeassertMessage. . . ............coovnn. 7-43
Local APIC Version Register. . . ... ...t e 7-44

vii



TABLE OF CONTENTS

PAGE

7.6.16. APIC Bus Message Passing Mechanism and Protocol (P6 Family and

Pentium Processors Only). . ...t e e 7-44
7.6.16.1. Bus Message Formats . .. ... 7-45
7.6.17. Error Handling . . ... ..o 7-45
7.6.18. T BT e 7-46
7.6.19. Software Visible Differences Between the Local APIC and the 82489DX. . . . .. 7-47
7.6.20. Performance Related Differences between the Local APIC and the 82489DX. .7-48
7.6.21. New Features Incorporated in the P6 Family and Pentium Processor’s

Local APIC. . . 7-48
7.6.22. New Features Incorporated in the Local APIC of the Pentium 4 and

INtel XEON ProCESSOrS . .« o vttt e 7-48
7.7. P6 FAMILY MULTIPLE-PROCESSOR (MP) INITIALIZATION PROTOCOL. . ... 7-49
7.7.1. P6 Family MP Initialization Protocol Requirements and Restrictions ......... 7-49
7.7.2. MP Protocol Nomenclature . . . ... 7-50
7.7.3. Error Detection During the MP Initialization Protocol ..................... 7-51
7.7.4. Error Handling During the MP Initialization Protocol . . . ................... 7-51
7.7.5. MP Initialization Protocol Algorithm (Specific to P6 Family Processors). . ... .. 7-51
CHAPTER 8
PROCESSOR MANAGEMENT AND INITIALIZATION
8.1. INITIALIZATION OVERVIEW. . . . .o e 8-1
8.1.1. Processor State After Reset . . .. ... . 8-2
8.1.2. Processor Built-In Self-Test (BIST) . . ... .ottt 8-2
8.1.3. Model and Stepping Information . . ......... ... ... .. . 8-5
8.1.4. First Instruction Executed . .. ... ... . 8-6
8.2. X87 FPU INITIALIZATION . . o ot e e e 8-6
8.2.1. Configuring the x87 FPU Environment . . ........... ..., 8-6
8.2.2 Setting the Processor for x87 FPU Software Emulation . ................... 8-7
8.3. CACHE ENABLING . . . ... e e e e 8-8
8.4. MODEL-SPECIFIC REGISTERS (MSRS) . . . . ..o e 8-8
8.5. MEMORY TYPE RANGE REGISTERS (MTRRS). ... ... 8-9
8.6. SSE AND SSE2 EXTENSIONS INITIALIZATION . ... ... 8-9
8.7. SOFTWARE INITIALIZATION FOR REAL-ADDRESS MODE OPERATION . ... 8-10
8.7.1 Real-Address Mode IDT . . .. ... e 8-10
8.7.2 NMI Interrupt Handling ... ... .. 8-10
8.8. SOFTWARE INITIALIZATION FOR PROTECTED-MODE OPERATION . ... ... 8-11
8.8.1 Protected-Mode System Data Structures .. ......... ... ... 8-12
8.8.2 Initializing Protected-Mode Exceptions and Interrupts .. .................. 8-12
8.8.3. Initializing Paging. . . . ..o 8-12
8.8.4. Initializing Multitasking. . . . ... ... ... 8-13
8.9. MODE SWITCHING. . . ..o e e e e 8-13
8.9.1. Switching to Protected Mode. . . ... ... . e 8-14
8.9.2. Switching Back to Real-AddressMode . . . .......... .. ... . ... 8-15
8.10. INITIALIZATION AND MODE SWITCHING EXAMPLE. . ................... 8-16
8.10.1. AssemMbIEr Usage . ... .ot 8-18
8.10.2. STARTUP.ASM LiSting . . . oottt e e e e e e e e e e e 8-19
8.10.3. MAIN.ASM Source Code. . . .. ..o e 8-28
8.10.4. Supporting Files. . .. ..o 8-29
8.11. MICROCODE UPDATE FACILITIES . . . . oo 8-31
8.11.1. Microcode Update . . . ... ... e 8-31
8.11.2. Microcode Update Loader. . ...t e 8-34
8.11.2.1. Update Loading Procedure. . . . ... ... 8-35

viii



Int9|® TABLE OF CONTENTS

PAGE
8.11.2.2. Hard ResetsinUpdate Loading . ............. ..., 8-35
8.11.2.3. Update in a Multiprocessor System . ...ttt 8-36
8.11.2.4. Update Loader Enhancements. . ... ... ... 8-36
8.11.3. Update Signature and Verification. . ............. .. ... .. ... 8-36
8.11.3.1. Determining the Signature . ........... ... i 8-37
8.11.3.2. Authenticating the Update. . . .......... .. 8-37
8.11.4. Pentium 4, Intel Xeon, and P6 Family Processor Microcode Update
SPECIfiCatioNS. . . ... 8-38
8.11.4.1. Responsibilities of the BIOS . . . . ... ... 8-38
8.11.4.2. Responsibilities of the Calling Program . ............ .. ... .. ....... 8-39
8.11.4.3. Microcode Update Functions . .............. i, 8-42
8.11.4.4. INT 15H-based Interface. . . ... ... .. 8-42
8.11.4.5. Function OOH—Presence Test . . ... ... 8-42
8.11.4.6. Function 01H—Write Microcode UpdateData . .. .................... 8-43
8.11.4.7. Function 02H—Microcode Update Control . . .. .......... ... .. ....... 8-47
8.11.4.8. Function 03H—Read Microcode UpdateData . .. .................... 8-48
8.11.4.9. RetUrn COOES . . ..t 8-49
CHAPTER 9
MEMORY CACHE CONTROL
9.1. INTERNAL CACHES, TLBS,ANDBUFFERS ... ... ... .. it 9-1
9.2. CACHING TERMINOLOGY .. .ottt it e e e e e 9-4
9.3. METHODS OF CACHING AVAILABLE . . .. ... e 9-5
9.3.1. Buffering of Write Combining Memory Locations. .. ...................... 9-7
9.3.2. Choosing a Memory TYPe . . . .o oot e 9-8
9.4. CACHE CONTROL PROTOCOL . . ..t i et 9-9
9.5. CACHE CONTROL ..ottt e e e e e 9-9
9.5.1. Cache Control Registersand Bits . . .. .. ... .. i 9-10
9.5.2. Precedence of Cache Controls . . ... ... 9-14
9.5.2.1. Selecting Memory Types for Pentium® Pro and Pentium® Il Processors. .. 9-14
9.5.2.2. Selecting Memory Types for Pentium 4, Intel Xeon, and Pentium® 1l
PrOCESSOIS . . oo e 9-15
9.5.2.3. Writing Values Across Pages with Different Memory Types. . ........... 9-17
9.5.3. Preventing Caching . . .. . ... it e 9-17
9.5.4. Cache Management INStructions. . . ... ... ... 9-17
9.6. SELF-MODIFYING CODE . . . ..o e 9-18
9.7. IMPLICIT CACHING (PENTIUM 4, INTEL XEON, AND P6 FAMILY
PROCESSORS) . . .ttt e e e 9-19
9.8. EXPLICIT CACHING . ..o e 9-20
9.9. INVALIDATING THE TRANSLATION LOOKASIDE BUFFERS (TLBS) ........ 9-20
9.10. STOREBUFFER . .. .. e e e e e 9-21
9.11. MEMORY TYPE RANGE REGISTERS (MTRRS) ... ...... ..., 9-21
9.11.1. MTRR Feature Identification ... .......... ... . .. . . . . i 9-23
9.11.2. Setting Memory Ranges With MTRRS . . . ... .. ... . . it 9-24
9.11.2.1. IA32_MTRR_DEF_TYPEMSR. . . ... s 9-24
9.11.2.2. Fixed Range MTRRS .. ... ... e 9-25
9.11.2.3. Variable Range MTRRS . ... ... .. 9-25
9.11.3. Example Base and Mask Calculations ............... ... ..., 9-28
9.11.4. Range Size and Alignment Requirement. . . . .......... ... ... .. ... ... 9-29
9.11.4.1. MTRR Precedences . . . ... i e e 9-29
9.11.5. MTRR Initialization. . . ... ... 9-30
9.11.6. Remapping Memory TYPEeS . . . . oot e 9-30



TABLE OF CONTENTS Int9|®

PAGE
9.11.7. MTRR Maintenance Programming Interface. .. ......................... 9-31
9.11.7.1. MemTypeGet() Function. . . ... ... i 9-31
9.11.7.2. MemTypeSet() Function. . . ... 9-32
9.11.8. Multiple-Processor Considerations . .. ...ttt 9-34
9.11.9. Large Page Size Considerations. . .......... ot e 9-35
9.12. PAGE ATTRIBUTE TABLE (PAT) . ..ottt e e e 9-36
9.12.1. Detecting Support forthe PAT Feature. . ........ ...ttt 9-36
9.12.2. IAB2_CR_PAT MSR . . 9-36
9.12.3. Selecting a Memory Type fromthe PAT . . ... . ... . . . i 9-37
9.12.4. Programming the PAT . ... ... e 9-38
9.12.5. PAT Compatibility with Earlier IA-32 Processors. .. ... 9-39
CHAPTER 10
INTEL MMX™ TECHNOLOGY SYSTEM PROGRAMMING
10.1. EMULATION OF THE MMX INSTRUCTION SET . . . ... ..ot 10-1
10.2. THE MMX STATE AND MMX REGISTER ALIASING . .. .. ................. 10-1
10.2.1. Effect of MMX, x87 FPU, FXSAVE, and FXRSTOR Instructions on the
X87 FPU Tag Word . . ... e e 10-3
10.3.  SAVING AND RESTORING THE MMX STATE AND REGISTERS ........... 10-4
10.4.  SAVING MMX STATE ON TASK OR CONTEXT SWITCHES ............... 10-5
10.5. EXCEPTIONS THAT CAN OCCUR WHEN EXECUTING MMX INSTRUCTIONS 10-5
10.5.1. Effect of MMX Instructions on Pending x87 Floating-Point Exceptions. . . ... .. 10-6
10.6. DEBUGGING MMX CODE. . . ... e 10-6
CHAPTER 11
SSE AND SSE2 SYSTEM PROGRAMMING
11.1. PROVIDING OPERATING SYSTEM SUPPORT FOR THE SSE AND SSE2
EXTENSIONS . .. 11-1
11.1.1. General Guidelines for Adding Support to an Operating System for the
SSE and SSE2 EXENSIONS . . . ..ottt e e 11-1
11.1.2. Checking for SSE and SSE2 SUPpPOrt. . ... .ottt 11-2
11.1.3. Checking for Support for the FXSAVE and FXRSTOR Instructions .. ........ 11-2
11.1.4. Initialization of the SSE and SSE2 EXtensions . . .. ............oouiuiua... 11-2
11.1.5. Providing Non-Numeric Exception Handlers for Exceptions Generated
by the SSE and SSE2 Instructions .. ......... ... . i 11-3
11.1.6. Providing an Handler for the SIMD Floating-Point Exception (#XF) . ......... 11-5
11.1.6.1. Numeric Error flag and IGNNE#. . . .. ... ... . i 11-6
11.2. EMULATION OF THE SSE AND SSE2 EXTENSIONS. .. .................. 11-6
11.3. SAVING AND RESTORING THE SSE AND SSE2 STATE. .. ............... 11-6
11.4.  SAVING SSE AND SSE2 STATE ON TASK OR CONTEXT SWITCHES. ... ... 11-6
11.5. DESIGNING OPERATING SYSTEM FACILITIES FOR AUTOMATICALLY
SAVING X87 FPU, MMX, SSE, AND SSE2 STATE ON TASK OR CONTEXT
SWITCHES .. 11-7
11.5.1. Using the TS Flag to Control the Saving of the x87 FPU, MMX, SSE, and
SSOE2 Stale . . .ttt 11-8
CHAPTER 12
SYSTEM MANAGEMENT
12.1. SYSTEM MANAGEMENT MODE OVERVIEW . ... ... ... ... ... 12-1
12.2. SYSTEM MANAGEMENT INTERRUPT (SMI) .. ... .. 12-2



Int9|® TABLE OF CONTENTS

12.3. SWITCHING BETWEEN SMM AND THE OTHER PROCESSOR OPERATING

MODES . . e

12.3.1. Entering SMM . . ..o
12.3.2. Exiting From SMM . . . ...
124,  SMRAM ..
12.4.1. SMRAM State Save Map. . . .. ..o
12.4.2. SMRAM Caching . ... .o e
12.5. SMIHANDLER EXECUTION ENVIRONMENT . ... ... ..o
12.6. EXCEPTIONS AND INTERRUPTS WITHINSMM. . . ... ... ... ... ... ...
12.7. NMIHANDLING WHILE IN SMM . . . ..o e
12.8. SAVING THE X87 FPU STATEWHILEINSMM . ... ... ... .. ...
12.9. SMMREVISION IDENTIFIER . . ... e e
12.10. AUTO HALT RESTART . oot e e e
12.10.1. Executing the HLT Instructionin SMM . ......... ... ... .. ...
12.11. SMBASE RELOCATION .. ... e e e e e
12.11.1. Relocating SMRAM to an Address Above 1 MByte. . ...................
12.12. /O INSTRUCTION RESTART . . ..t tieeeeeeas
12.12.1. Back-to-Back SMI Interrupts When I/O Instruction Restart Is Being Used . . .
12.13. SMM MULTIPLE-PROCESSOR CONSIDERATIONS . . ... ... ...
12.14.  THERMAL MONITORING . . ..o e e
12.14.1.  Catastrophic Shutdown Detector. . .. ....... ... ..
12.14.2.  Automatic Thermal Monitor . .. ... it e
12.14.3.  Software Controlled Clock Modulation. . .. ............ .. ... . v,
12.14.4. Detection of Thermal Monitor and Software Controlled Clock Modulation

Facilities. . .. ..o
12.14.5. Usage Models for the Thermal Monitor and Software Controlled Clock

Modulation . . . .. ..
12.14.6. Detection and Measurement of Over-Temperature Conditions. . ..........
CHAPTER 13
MACHINE-CHECK ARCHITECTURE
13.1. MACHINE-CHECK EXCEPTIONS AND ARCHITECTURE . .. ..............
13.2. COMPATIBILITY WITH PENTIUMPROCESSOR. . ... ... ... oo
13.3. MACHINE-CHECK MSRS . .. ... e e
13.3.1. Machine-Check Global Control MSRsS. . .. .. ... ... ... ...
13.3.1.1. IA32_MCG_CAP MSR (Pentium 4 and Intel Xeon Processors).........
13.3.1.2. MCG_CAP MSR (P6 Family Processors). . ..., ..
13.3.1.3. IA32_MCG_STATUS MSR. . ... e e e e
13.3.1.4. IAB2_MCG_CTL MSR . ..
13.3.1.5. IAB2_MCG_MISCMSR . ... e e
13.3.2. Error-Reporting Register Banks. . .. ... ... ... ..
13.3.2.1. IA32_MCI_CTLMSRS. . . ot
13.3.2.2. IA32_MCIi_STATUS MSRS . . ..\t e
13.3.2.3. IA32_MCi_ADDR MSRS . . . .o oo e
13.3.2.4. IA32_MCI_MISC MSRS . ..ttt e
13.3.2.5. IA32_MCG Extended Machine Check State MSRs . .. ...............
13.3.3. Mapping of the Pentium Processor Machine-Check Errors to the

Machine-Check Architecture . .. ... ... .. ... .
13.4. MACHINE-CHECK AVAILABILITY . .. oo e e e e
13.5. MACHINE-CHECK INITIALIZATION . . ..ot e e e
13.6. INTERPRETING THE MCAERROR CODES ... ... ...
13.6.1. Simple Error Codes . . . ..o

PAGE

Xi



TABLE OF CONTENTS Int9|®

PAGE
13.6.2. Compound Error Codes. . ... .ottt e 13-11
13.6.3. Example Machine-Check Error Codes Interpretation .. .................. 13-13
13.7. GUIDELINES FOR WRITING MACHINE-CHECK SOFTWARE . ............ 13-13
13.7.1. Machine-Check Exception Handler. . . .......... .. ... ... ... ... ....... 13-13
13.7.2. Pentium Processor Machine-Check Exception Handling ................. 13-15
13.7.3. Logging Correctable Machine-Check Errors. . . ......... ... .. ... 13-15
CHAPTER 14
DEBUGGING AND PERFORMANCE MONITORING
14.1. OVERVIEW OF THE DEBUGGING SUPPORT FACILITIES ................ 14-1
14.2. DEBUG REGISTERS. . .. ..o e 14-2
14.2.1. Debug Address Registers (DRO-DR3). . . ... ..ot 14-3
14.2.2. Debug Registers DR4and DR5 . ... ... . .. i 14-4
14.2.3. Debug Status Register (DR6B) . . ... e e 14-4
14.2.4. Debug Control Register (DR7) ... ..t e e e 14-4
14.2.5. Breakpoint Field Recognition. . . .. ... . . 14-6
14.3. DEBUG EXCEPTIONS . ...t 14-6
14.3.1. Debug Exception (#DB)—InterruptVector 1. ... .......... ... 14-7
14.3.1.1. Instruction-Breakpoint Exception Condition . . .. ...................... 14-7
14.3.1.2. Data Memory and 1/O Breakpoint Exception Conditions ................ 14-9
14.3.1.3. General-Detect Exception Condition . ........... .. ... .. ..., 14-9
14.3.1.4. Single-Step Exception Condition .. ............ .. . ... . . 14-10
14.3.1.5. Task-Switch Exception Condition. . ........... ... ... ... . ..., 14-10
14.3.2. Breakpoint Exception (#BP)—Interrupt Vector 3. ... .......... ... ... ..., 14-10
14.4. LAST BRANCH RECORDING OVERVIEW. . . ... ... o i 14-11
14.5. LAST BRANCH, INTERRUPT, AND EXCEPTION RECORDING (PENTIUM 4
AND INTEL XEON PROCESSORS) . .. .ottt 14-11
14.5.1. IA32_DEBUGCTL MSR (Pentium 4 and Intel Xeon Processors) ........... 14-12
14.5.2. LBR Stack (Pentium 4 and Intel Xeon Processors). . . ................... 14-13
14.5.3. Monitoring Branches, Exceptions, and Interrupts (Pentium 4 and
Intel Xeon Processors) . . ... e 14-15
14.5.4. Single-Stepping on Branches, Exceptions, and Interrupts .. .............. 14-15
14.5.5. Branch Trace MeSSages . . . . . ..o vttt 14-15
14.5.6. Last Exception Records (Pentium 4 and Intel Xeon Processors) . .......... 14-16
14.5.7. Branch Trace Store (BTS). . .. .. oot e 14-16
14.5.7.1. Detection of the BTS Facilities . . .. ... i 14-16
14.5.7.2. SettingUpthe DS Save Area. . .. ...t e 14-17
14.5.7.3. Setting Upthe BTS Buffer ......... .. .. 14-18
14.5.7.4. Writing the DS Interrupt Service Routine . .......................... 14-18
14.6. LAST BRANCH, INTERRUPT, AND EXCEPTION RECORDING (P6 FAMILY
PROCESSORS). . o ittt e e e 14-19
14.6.1. DebugCtIMSR Register (P6 Family Processors). .. ..............ovo.n. 14-19
14.6.2. Last Branch and Last Exception MSRs (P6 Family Processors). . .......... 14-20
14.6.3. Monitoring Branches, Exceptions, and Interrupts (P6 Family Processors) . .. .14-21
14.7.  TIME-STAMP COUNTER .. ... e 14-22
14.8. PERFORMANCE MONITORING OVERVIEW. . . ... ... i 14-22
14.9. PERFORMANCE MONITORING (PENTIUM 4 AND INTEL XEON
PROCESSORS) . . o ittt e 14-23
14.9.1. ESCR MSRS .. .ot 14-27
14.9.2. Performance CoUNters ... ... ... e 14-28
14.9.3. CCCR MRS . .t ittt 14-30
14.9.4. Debug Store (DS) Mechanism. . . ... . . 14-32

Xii



Int9|® TABLE OF CONTENTS

PAGE
14.9.5. DS SAVE Ara . . . o oo 14-32
14.9.6. Programming the Performance Counters for Non-Retirement Events. . . . ... 14-35
14.9.6.1. Selecting Eventsto Count. . . ... ... . 14-36
14.9.6.2. Filtering Events . . . .. ..o 14-39
14.9.6.3. Starting Event Counting . .. .. ...t e 14-40
14.9.6.4. Reading a Performance Counter's Count. . ........................ 14-40
14.9.6.5. Halting Event Counting . . ... ...ttt e e 14-41
14.9.6.6. Cascading CoUNterS . ... oot e e e e 14-41
14.9.6.7. Generating an Interrupton Overflow. . . ......... ... ... ... ... . ..... 14-42
14.9.6.8. Counter Usage Guideline .. ....... ... 14-42
14.9.7. At-Retirement Counting . . . ... ..ottt e 14-42
14.9.7.1. Using At-Retirement Counting . . ... ... ... 14-44
14.9.7.2. Tagging Mechanism for Front_end_event ......................... 14-45
14.9.7.3. Tagging Mechanism For Execution_event . ........................ 14-45
14.9.7.4. Tagging Mechanism For Replay_event .......... ... ... .. ......... 14-46
14.9.8. Precise Event-Based Sampling (PEBS) .. ............c ... 14-46
14.9.8.1. Detection of the Availability of the PEBS Facilities . . ................. 14-46
14.9.8.2. SettingUpthe DS Save Area . . . ... 14-47
14.9.8.3. SettingUpthe PEBS Buffer .............. .. .. 14-47
14.9.8.4. Writing a PEBS Interrupt Service Routine . ........................ 14-47
14.9.8.5. Other DS Mechanism Implications . . . .......... .. ... . .. ... 14-47
14.9.9. Counting Clocks. . .. ..o 14-47
14.9.10.  Operating System Implications .. ............. .. i, 14-48
14.10. PERFORMANCE MONITORING (P6 FAMILY PROCESSOR) .. ............ 14-48
14.10.1.  PerfEvtSelO and PerfEVtSEII MSRS ... .. ... it 14-49
14.10.2.  PerfCtrOand PerfCtrl MSRS . . . ... oot e e 14-51
14.10.3.  Starting and Stopping the Performance-Monitoring Counters. .. .......... 14-51
14.10.4. Event and Time-Stamp Monitoring Software. . ............ ... ... ...... 14-51
14.10.5. Monitoring Counter Overflow. . . ... . . e 14-52
14.11. PERFORMANCE MONITORING (PENTIUM PROCESSORS) .. ............ 14-53
14.11.1.  Control and Event Select Register (CESR) . . . ........ ... ... ... ... ..., 14-53
14.11.2. Use of the Performance-Monitoring Pins. . .. ......... ... ... i, 14-55
14.11.3. Events Counted . . .. ... 14-55
CHAPTER 15
8086 EMULATION
15.1. REAL-ADDRESS MODE . .. ... e e e e 15-1
15.1.1. Address Translation in Real-Address Mode . ........... ... . ... .. .... 15-3
15.1.2. Registers Supported in Real-AddressMode . . ......................... 15-4
15.1.3. Instructions Supported in Real-Address Mode .. ....................... 15-4
15.1.4. Interrupt and Exception Handling .. ......... ... .. . ... . . .. . . ... 15-6
15.2. VIRTUAL-8086 MODE . . . ...ttt e 15-7
15.2.1. Enabling Virtual-8086 Mode ... ...... ... . ... 15-8
15.2.2. Structure of a Virtual-8086 Task ... ..... ... ... 15-9
15.2.3. Paging of Virtual-8086 Tasks. . . .. ...ttt e e 15-10
15.2.4. Protection within a Virtual-8086 Task . ........... .. ... ... ... .. ...... 15-11
15.2.5. Entering Virtual-8086 Mode. . . . ... .. 15-11
15.2.6. Leaving Virtual-8086 Mode . ... ...t 15-12
15.2.7. Sensitive INStrUCtiONS . . . . . . .. . e 15-14
15.2.8. Virtual-8086 Mode 1/O . . .. ... 15-14
15.2.8.1. /O-Port-Mapped I/O . . . ... 15-14
15.2.8.2. Memory-Mapped I/O. . . ... .. 15-15



TABLE OF CONTENTS Int9|®

PAGE
15.2.8.3. Special IO BUffers . ... 15-15
15.3. INTERRUPT AND EXCEPTION HANDLING IN VIRTUAL-8086 MODE.. . .. ... 15-15
15.3.1. Class 1—Hardware Interrupt and Exception Handling in Virtual-8086 Mode . .15-17
15.3.1.1. Handling an Interrupt or Exception Through a Protected-Mode Trap
orinterrupt Gate . . . ... oot e 15-17
15.3.1.2. Handling an Interrupt or Exception With an 8086 Program Interrupt
or Exception Handler . .......... .. . e 15-19
15.3.1.3. Handling an Interrupt or Exception Througha Task Gate .............. 15-20
15.3.2. Class 2—Maskable Hardware Interrupt Handling in Virtual-8086 Mode
Using the Virtual Interrupt Mechanism . .............. ... ... .. ........ 15-20
15.3.3. Class 3—Software Interrupt Handling in Virtual-8086 Mode. .. ............ 15-23
15.3.3.1. Method 1: Software Interrupt Handling. . ... ......... ... ... .. ... .... 15-25
15.3.3.2. Methods 2 and 3: Software Interrupt Handling. . . .................... 15-26
15.3.3.3. Method 4: Software Interrupt Handling. . .. ......................... 15-26
15.3.3.4. Method 5: Software Interrupt Handling. . ... ......... ... ... .. ... .... 15-26
15.3.3.5. Method 6: Software Interrupt Handling. . . .......................... 15-27
15.4. PROTECTED-MODE VIRTUAL INTERRUPTS. .. ... ... e 15-27
CHAPTER 16
MIXING 16-BIT AND 32-BIT CODE
16.1. DEFINING 16-BIT AND 32-BIT PROGRAM MODULES . ................... 16-2
16.2. MIXING 16-BIT AND 32-BIT OPERATIONS WITHIN A CODE SEGMENT .. ... 16-2
16.3. SHARING DATA AMONG MIXED-SIZE CODE SEGMENTS .. .............. 16-3
16.4. TRANSFERRING CONTROL AMONG MIXED-SIZE CODE SEGMENTS ... ... 16-4
16.4.1. Code-Segment Pointer Size .. ... 16-5
16.4.2. Stack Management for Control Transfer. . .......... .. ... ... ... .. ...... 16-5
16.4.2.1. Controlling the Operand-Size Attribute ForaCall ..................... 16-7
16.4.2.2. Passing Parameters Witha Gate . ... ......... .. ... . ... 16-7
16.4.3. Interrupt Control Transfers . ........ .. 16-8
16.4.4. Parameter Translation. . .. ... .. 16-8
16.4.5. Writing Interface Procedures. . .. .. ... . e 16-8
CHAPTER 17
IA-32 COMPATIBILITY
17.1. IA-32 PROCESSOR FAMILIES AND CATEGORIES . ..., 17-1
17.2. RESERVED BITS. . ..t e e e e 17-1
17.3. ENABLING NEW FUNCTIONS AND MODES. . .. ... .ot 17-2
17.4. DETECTING THE PRESENCE OF NEW FEATURES THROUGH SOFTWARE . 17-2
17.5. INTEL MMX TECHNOLOGY . .. oottt 17-3
17.6. STREAMING SIMD EXTENSIONS (SSE) . . . . oot 17-3
17.7. NEW INSTRUCTIONS IN THE PENTIUM AND LATER IA-32 PROCESSORS .. 17-3
17.7.1. Instructions Added Prior to the Pentium Processor. . ..................... 17-3
17.8.  OBSOLETE INSTRUCTIONS ... .. e 17-5
17.9.  UNDEFINED OPCODES . . .. ..t e e 17-5
17.10. NEW FLAGS INTHE EFLAGS REGISTER. . ... ... i 17-5
17.10.1. Using EFLAGS Flags to Distinguish Between 32-Bit IA-32 Processors .. ... .. 17-5
17.11. STACK OPERATIONS. . . .ot e e e e 17-6
17110, PUSH SP. ..o 17-6
17.11.2. EFLAGS Pushedonthe Stack .............. . ... 17-6
17,12, XB7 FPU. . .o 17-7
17.12.1.  Control Register CROFlags. . . . .. .. .ot 17-7
17.12.2.  X87 FPU Status Word . . . ..o e 17-8

Xiv



Int9|® TABLE OF CONTENTS

PAGE
17.12.2.1. Condition Code Flags (COthrough C3). .......... ... ... .. ... 17-8
17.12.2.2. Stack Fault Flag . . ... .. e 17-8
17.12.3. x87 FPU Control Word. . . . ... .. 17-8
17124, x87TFPUTagWord . ... ..o e 17-9
17.12.5. Data TYPES . o vttt e 17-9
17.12.5.1. NaNS . .« 17-9
17.12.5.2. Pseudo-zero, Pseudo-NaN, Pseudo-infinity, and Unnormal Formats. . . .. 17-10
17.12.6. Floating-Point EXCEPLIONS . . . . ... i e e 17-10
17.12.6.1. Denormal Operand Exception (#D). . .. ... ..ot 17-10
17.12.6.2. Numeric Overflow Exception (#O) . ... ... 17-10
17.12.6.3. Numeric Underflow Exception (BU). . .......... ... ... 17-11
17.12.6.4. Exception Precedence . . ... ... . e 17-11
17.12.6.5. CSand EIP For FPUEXCEPLIONS . .. ...t e 17-12
17.12.6.6. FPUErOr Signals. . ... .o e e e e 17-12
17.12.6.7. Assertionofthe FERR#PIN . ... ... ... . . . . 17-12
17.12.6.8. Invalid Operation Exception OnDenormals .. ...................... 17-12
17.12.6.9. Alignment Check Exceptions (#AC) . ...t 17-13
17.12.6.10.  Segment Not Present Exception During FLDENV .. ................. 17-13
17.12.6.11.  Device Not Available Exception (#NM). . .. ........ ... i 17-13
17.12.6.12.  Coprocessor Segment Overrun Exception . ... ..................... 17-13
17.12.6.13.  General Protection Exception (#GP). ... ... . ... .. . .. . 17-13
17.12.6.14.  Floating-Point Error Exception (#MF) . . .. ... ... .. i 17-13
17.12.7.  Changes to Floating-Point Instructions . .. ........... ... ... .. ........ 17-14
17.12.7.1. FDIV, FPREM, and FSQRT Instructions. . . . ..., 17-14
17.12.7.2. FSCALE INSIrUCLION . . .. ot e 17-14
17.12.7.3. FPREML INStrUCioN . ... ..ot e e e 17-14
17.12.7.4. FPREM INStruction .. . ... . e 17-14
17.12.7.5. FUCOM, FUCOMP, and FUCOMPP Instructions. . .. ................ 17-14
17.12.7.6. FPTAN INStrUCHiON. . . ..o o e 17-15
17.12.7.7. Stack Overflow . . ... ... 17-15
17.12.7.8. FSIN, FCOS, and FSINCOS Instructions . ... ...................... 17-15
17.12.7.9. FPATAN INStrUCtiON . ... .o e 17-15
17.12.7.10. F2XML INStruction. . . . . .o e 17-15
17.12.7.11. FLD INStruCtion . . . . ..o e 17-15
17.12.7.12. FXTRACT INStrUCtioN . . . ..o e e 17-16
17.12.7.13. Load Constant InStructions . . . .. ... ... . 17-16
17.12.7.14.  FSETPMINSIIUCHON . . . . .t e e e e e 17-16
17.12.7.15. FXAMINSIIUCLION . .. ..ot e e 17-16
17.12.7.16. FSAVE and FSTENV Instructions. . . .. .......... .. ... 17-17
17.12.8. Transcendental Instructions. . .. ... . 17-17
17.12.9. Obsolete INStrUCtiONS . . . .. ..o 17-17
17.12.10. WAIT/FWAIT Prefix Differences .. ... ... .. ... . i 17-17
17.12.11. Operands Split Across Segments and/orPages . . ..................... 17-17
17.12.12. FPU Instruction Synchronization . .. ............ . ... i 17-18
17.13. SERIALIZING INSTRUCTIONS . . . . .o e e 17-18
17.14. FPU AND MATH COPROCESSOR INITIALIZATION . .................... 17-18
17.14.1. Intel 387 and Intel 287 Math Coprocessor Initialization. . ................ 17-18
17.14.2. Intel486 SX Processor and Intel 487 SX Math Coprocessor Initialization . . .. 17-19
17.15. CONTROL REGISTERS .. ... e e e e 17-20
17.16. MEMORY MANAGEMENT FACILITIES. . . .. ..o 17-22
17.16.1. New Memory Management Control Flags . . . . .......... .. ... .. ... .. 17-22
17.16.1.1. Physical Memory Addressing Extension. . . ............ . ... .. ...... 17-22

XV



TABLE OF CONTENTS Int9|®

PAGE
17.16.1.2. Global Pages ... ..o 17-22
17.16.1.3. Larger Page Sizes . ... .ot e 17-22
17.16.2. CDand NW Cache Control Flags . . . .. ... ... i 17-22
17.16.3. Descriptor Types and Contents. . . ...ttt i e 17-23
17.16.4. Changes in Segment DescriptorLoads. . .. ........ ... i, 17-23
17.17. DEBUG FACILITIES . ...ttt e e 17-23
17.17.1. Differences in Debug Register DR6 .. ........... ... ... 17-23
17.17.2. Differences in Debug Register DR7 . ......... ... .. i, 17-23
17.17.3. Debug Registers DR4and DR5 . ... ... ... ... i 17-24
17.17.4. Recognition of Breakpoints . . . ... .. . e 17-24
17.18. TEST REGISTERS . . .. e 17-24
17.19. EXCEPTIONS AND/OR EXCEPTION CONDITIONS .. ................... 17-24
17.19.1.  Machine-Check Architecture . . .. ... .. . i 17-26
17.19.2. Priority OF EXCEPLIONS. . . . .ot 17-26
17.20. INTERRUPTS ... . e e e e e 17-26
17.20.1. Interrupt Propagation Delay. . . ... 17-26
17.20.2. NMIEINEITUPES . oo e e 17-26
17.20.3.  IDT LimMit ..o 17-27
17.21. TASK SWITCHING AND TSS . ..ot 17-27
17.21.1. P6 Family and Pentium Processor TSS . ... ... it 17-27
17.21.2. TSS Selector Wrtes . . ..o 17-27
17.21.3.  Order of Reads/Writestothe TSS. .. ... ... .. 17-27
17.21.4. Using A 16-Bit TSS with 32-BitConstructs . . . . .......... ... ...t 17-27
17.21.5. Differences in I/O Map Base Addresses . ... ..., 17-28
17.22.  CACHE MANAGEMENT . ... e e 17-28
17.22.1.  Self-Modifying Code with Cache Enabled. .. .......................... 17-29
17.23. PAGING . . .. 17-30
17.23.1. Large Pages . .. ... e 17-30
17.23.2. PCD and PWT Flags. . . . . oot e e e e e 17-30
17.23.3. Enabling and Disabling Paging . . . ... ... .. 17-30
17.24. STACK OPERATIONS . . ..ot e e e e e e 17-31
17.24.1.  Selector Pushes and POPS ... ... .t e e 17-31
17.24.2. Error Code Pushes . . ... ... . . 17-32
17.24.3. Fault Handling Effectsonthe Stack .. .......... ... ... ... ... .. ... .... 17-32
17.24.4. Interlevel RET/IRET From a 16-Bit InterruptorCallGate. . ............... 17-32
17.25.  MIXING 16- AND 32-BIT SEGMENTS . . ... ... e 17-32
17.26. SEGMENT AND ADDRESS WRAPAROUND . ..........ciiiiininnn.. 17-33
17.26.1.  Segment Wraparound . . . ... .ottt 17-33
17.27. STORE BUFFERS AND MEMORY ORDERING . ....................... 17-34
17.28. BUSLOCKING . ... e e e e 17-35
17.29.  BUSHOLD . ..o e 17-35
17.30. TWO WAYS TO RUN INTEL 286 PROCESSOR TASKS. ................. 17-36
17.31. MODEL-SPECIFIC EXTENSIONS TOTHEIA-32 . .. ... ...t 17-36
17.31.1. Model-Specific RegiSters. . ... ... 17-36
17.31.2. RDMSR and WRMSR Instructions . .. ....... ... i 17-37
17.31.3. Memory Type Range Registers. . . ... e 17-37
17.31.4. Machine-Check Exception and Architecture . . . ........................ 17-37
17.31.5. Performance-Monitoring Counters . ............ ..t 17-38
APPENDIX A
PERFORMANCE-MONITORING EVENTS
Al PENTIUM 4 PROCESSOR PERFORMANCE-MONITORING EVENTS......... A-1

XVi



Int9|® TABLE OF CONTENTS

PAGE
A.2. P6 FAMILY PROCESSOR PERFORMANCE-MONITORING EVENTS ........ A-22
A3. PENTIUM PROCESSOR PERFORMANCE-MONITORING EVENTS. ......... A-33
APPENDIX B
MODEL-SPECIFIC REGISTERS (MSRS)
B.1. MSRS IN THE PENTIUM 4 PROCESSORS . ... .. ... i B-1
B.2. MSRS IN THE P6 FAMILY PROCESSORS. . . .. ... i B-15
B.3. MSRS IN PENTIUM PROCESSORS . . .. ... e B-24
B.4. ARCHITECTURAL MSRS .. .. e B-25
APPENDIX C
MULTIPLE-PROCESSOR (MP) BOOTUP SEQUENCE EXAMPLE (SPECIFIC TO P6 FAMILY
PROCESSORS)
C.1. BSP'S SEQUENCE OF EVENTS. . .. ..ot e e C-1
c.2. AP’S SEQUENCE OF EVENTS FOLLOWING RECEIPT OF START-UPIPI . . ... C-3
APPENDIX D
PROGRAMMING THE LINTO AND LINT1 INPUTS
D.1. CONSTANT S L ot e D-1
D.2. LINT[0:1] PINS PROGRAMMING PROCEDURE. .. .......... ... ...t D-1
APPENDIX E
INTERPRETING MACHINE-CHECK ERROR CODES
APPENDIX F
APIC BUS MESSAGE FORMATS
F.1. BUS MESSAGE FORMAT S . . .ottt e F-1
F.2. EOIMESSAGE. . ..o F-1
F.2.1. Short MeSSage. . . . oo F-2
F.2.2. Non-focused Lowest Priority Message . ............ i, F-3
F.2.3. APIC BUS Status CyCleS . ... ..ot e e F-4

XVii



TABLE OF FIGURES

Figure 1-1.
Figure 2-1.
Figure 2-2.
Figure 2-3.
Figure 2-4.
Figure 2-5.
Figure 3-1.
Figure 3-2.
Figure 3-3.
Figure 3-4.
Figure 3-5.
Figure 3-6.
Figure 3-7.
Figure 3-8.
Figure 3-9.
Figure 3-10.
Figure 3-11.
Figure 3-12.
Figure 3-13.
Figure 3-14.

Figure 3-15.
Figure 3-16.
Figure 3-17.
Figure 3-18.
Figure 3-19.
Figure 3-20.

Figure 3-21.

Figure 3-22.
Figure 3-23.

Figure 3-24.

Figure 4-1.
Figure 4-2.
Figure 4-3.
Figure 4-4.
Figure 4-5.
Figure 4-6.

Figure 4-7.
Figure 4-8.
Figure 4-9.
Figure 4-10.
Figure 4-11.
Figure 4-12.
Figure 5-1.

XViii

PAGE
Bitand Byte Order . ... ... e 1-7
IA-32 System-Level Registers and Data Structures. . .. ................. 2-2
Transitions Among the Processor’'s OperatingModes . . ................. 2-7
System Flags inthe EFLAGS Register. .. ......... .. i, 2-8
Memory Management Registers. . .. ... i e 2-10
Control Registers . . ... e 2-12
Segmentationand Paging . .......... .. e 3-2
Flat Model. . . ... 34
Protected Flat Model. . . ... ... 3-4
Multi-Segment Model . . ... . . 3-5
Logical Address to Linear Address Translation . ....................... 3-7
Segment SEleCtor. . ... .. 3-8
Segment RegisterS. . ..o 3-9
Segment DeSCriPtOr . . ... oo 3-10
Segment Descriptor When Segment-Present FlagIsClear. ............. 3-12
Global and Local Descriptor Tables . . .......... ... . ... 3-16
Pseudo-Descriptor Format . . . . ... ... e 3-17
Linear Address Translation (4-KByte Pages) . .. ...................... 3-20
Linear Address Translation (4-MByte Pages). .. ...................... 3-21
Format of Page-Directory and Page-Table Entries for 4-KByte Pages
and 32-Bit Physical Addresses. . . ... e 3-23

Format of Page-Directory Entries for 4-MByte Pages and 32-Bit Addresses.3-24
Format of a Page-Table or Page-Directory Entry for a Not-Present Page . . .3-27
Register CR3 Format When the Physical Address Extension is Enabled . . .3-28

Linear Address Translation With PAE Enabled (4-KByte Pages).......... 3-29
Linear Address Translation With PAE Enabled (2-MByte Pages) ......... 3-30
Format of Page-Directory-Pointer-Table, Page-Directory, and

Page-Table Entries for 4-KByte Pages with PAE Enabled. .............. 3-31
Format of Page-Directory-Pointer-Table and Page-Directory Entries

for 2-MByte Pages with PAEEnabled .............................. 3-32
Linear Address Translation (4-MByte Pages). .. ...................... 3-34
Format of Page-Directory Entries for 4-MByte Pages and 36-Bit Physical
AdArESSES. . . v vt 3-34
Memory Management Convention That Assigns a Page Table to Each

SEOMENT . . . e 3-35
Descriptor Fields Used for Protection. .. ............ .. ... . ... .. .... 4-3
Protection RiNGS . .. ... oo e 4-7
Privilege Check for Data ACCESS . . . . oottt e 4-9
Examples of Accessing Data Segments From Various Privilege Levels ... .4-10
Privilege Check for Control Transfer Without Usinga Gate ... ........... 4-12
Examples of Accessing Conforming and Nonconforming Code Segments

From Various Privilege Levels . ............. .. . i 4-13
Call-Gate DeSCHpIOr . . . . ot e 4-15
Call-Gate Mechanism. . .. ... . 4-17
Privilege Check for Control Transfer with CallGate. . .................. 4-17
Example of Accessing Call Gates At Various Privilege Levels. . .......... 4-19
Stack Switching During an Interprivilege-Level Call . . .. ................ 4-21
Use of RPL to Weaken Privilege Level of Called Procedure ............. 4-28
Relationship of the IDTRand IDT. . .. ... i 5-12



intel.

Figure 5-2.
Figure 5-3.
Figure 5-4.
Figure 5-5.
Figure 5-6.
Figure 5-7.
Figure 6-1.
Figure 6-2.
Figure 6-3.
Figure 6-4.
Figure 6-5.
Figure 6-6.
Figure 6-7.
Figure 6-8.
Figure 6-9.
Figure 7-1.
Figure 7-2.

Figure 7-3.

Figure 7-4.
Figure 7-5.
Figure 7-6.
Figure 7-7.
Figure 7-8.
Figure 7-9.

Figure 7-10.
Figure 7-11.
Figure 7-12.
Figure 7-13.
Figure 7-14.
Figure 7-15.
Figure 7-16.
Figure 7-17.
Figure 7-18.
Figure 7-19.
Figure 7-20.

Figure 8-1.
Figure 8-2.
Figure 8-3.
Figure 8-4.

Figure 8-5.

Figure 8-6.
Figure 8-7.
Figure 8-8.
Figure 8-9.
Figure 9-1.
Figure 9-2.
Figure 9-3.
Figure 9-4.

TABLE OF FIGURES

PAGE
IDT Gate DeSCIiPIOrS . ..ot e e e 5-13
Interrupt Procedure Call . ... ... ... .. . . . 5-14
Stack Usage on Transfers to Interrupt and Exception-Handling Routines . . 5-15
Interrupt Task Switch .. ... ... . 5-18
Error Code . ..o 5-19
Page-Fault Error Code . . ... ... 5-44
Structure of @ Task . . ... .o 6-2
32-Bit Task-State Segment (TSS) . ... i 6-5
TSS DESCIIPIOr .« . o ottt e e 6-7
Task Register . . ... 6-9
Task-Gate DeSCriptOr . ... oo e 6-9
Task Gates Referencing the Same Task . ............ ... ... .. ... ... 6-11
Nested Tasks . .. ..o 6-15
Overlapping Linear-to-Physical Mappings . ............ ..., 6-18
16-Bit TSS FOrmat ... ..o e 6-20
Example of Write Ordering in Multiple-Processor Systems .. ............ 7-9
Local APICs and I/O APIC When Intel Xeon Processors Are Used in
Multiple-Processor Systems . . ... ... 7-15
Local APICs and I/O APIC When P6 Family Processors Are Used in
Multiple-Processor Systems . ... ... 7-15
Local APIC Structure . .. ... . . 7-22
IA32_APIC_BASE MSR . . ..o 7-24
Local APIC ID ReQISter. . . .ot it e e 7-25
Logical Destination Register (LDR). . . ... . ... i 7-26
Destination Format Register (DFR). . . ... i 7-27
Local Vector Table (LVT) ... ..ot e 7-30
Interrupt Command Register (ICR) . . . .. .. ... 7-33
IRR,ISRand TMR Registers . . ... .. 7-38
Interrupt Acceptance Flow Chart for the Local APIC .. ................ 7-39
Task Priority Register (TPR) . . ... ... e 7-40
EOI RegISter . . .o 7-41
Spurious-Interrupt Vector Register (SVR). . .. ... ..o 7-42
Local APIC Version Register . .. ... ...t 7-44
Error Status Register (ESR) ... ... ... 7-45
Divide Configuration Register. . . ... . i 7-46
Initial Count and Current Count Registers . ........... .. ... .. ....... 7-47
SMP SYStemM . . .. 7-52
Contents of CRO RegisterafterReset ........... ... ... ... .. ....... 8-5
Version Information in the EDX Register afterReset . . . ................ 8-5
Processor State After Reset . . . ... ... 8-17
Constructing Temporary GDT and Switching to Protected Mode
(Lines 162-172 of List File) . . . . . .. o 8-26
Moving the GDT, IDT and TSS from ROM to RAM
(Lines 196-261 of ListFile) . . .. ... .. i e 8-27
Task Switching (Lines 282-296 of ListFile) ............. ... ... ..... 8-28
Integrating Processor SpecificUpdates ... ........... .. ... ... ...... 8-31
Format of the Microcode Update DataBlock ........................ 8-34
Write Operation Flow Chart . ........ .. .. ... . . i 8-46
Cache Structure of the Pentium 4 and Intel Xeon Processors ............ 9-1
Cache-Control Registers and Bits Available in IA-32 Processors. . ....... 9-11
Mapping Physical Memory With MTRRsS. . . . ... ... .. .. ... .. .. .. 9-22
IA32_MTRRCAP REQISIEr . . ..\ttt e e i e 9-23

XiX



TABLE OF FIGURES

Figure 9-5.
Figure 9-6.

Figure 9-7.

Figure 10-1.
Figure 10-2.
Figure 11-1.

Figure 12-1.
Figure 12-2.
Figure 12-3.
Figure 12-4.
Figure 12-5.
Figure 12-6.
Figure 12-7.
Figure 12-8.
Figure 12-9.
Figure 13-1.
Figure 13-2.
Figure 13-3.
Figure 13-4.
Figure 13-5.
Figure 13-6.
Figure 13-7.
Figure 14-1.
Figure 14-2.
Figure 14-3.
Figure 14-4.
Figure 14-5.
Figure 14-6.
Figure 14-7.

Figure 14-8.
Figure 14-9.

Figure 14-10.
Figure 14-11.
Figure 14-12.
Figure 14-13.
Figure 14-14.
Figure 14-15.
Figure 14-16.

Figure 15-1.
Figure 15-2.
Figure 15-3.
Figure 15-4.
Figure 15-5.
Figure 16-1.
Figure 17-1.

XX

PAGE
IA32_MTRR_DEF_TYPEMSR . ... ... 9-24
IA32_MTRR_PHYSBASEnN and IA32_MTRR_PHYSMASKn
Variable-Range Register Pair. . ... ... . . . 9-27
IA3B2_CR_PAT MSR . . .o e 9-37
Mapping of MMX Registers to Floating-Point Registers. . ............... 10-2
Mapping of MMX Registers to x87 FPU Data Register Stack .. .......... 10-7
Example of Saving the x87 FPU, MMX, SSE, and SSE2 State During an
Operating-System Controlled Task Switch. . . ........................ 11-9
SMRAM USa0E. . . . .ottt 12-5
SMM Revision Identifier . . ... .. . 12-13
Auto HALT Restart Field. . . .. ... ... e 12-14
SMBASE Relocation Field . ...... ... ... .. .. . . 12-15
I/O Instruc