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Implementing An ARP Cache Using

The MUAA" CAM Family

INTRODUCTION

Content-addressable memory (CAM) has many advantageSoftware techniques, such as sorted trees or hashing, even
that make it superior to software solutions in today’s highwhen implemented as hardware Finite State Machines, do
speed networking applications. The MUSIC MUAA CAM not have deterministic search times. Such techniques
Series uses well established CAM technology combinedrequire complex time-consuming maintenance and
with time saving enhancements to make it the ideal choicemanagement, particularly when adding or deleting entries.
for implementing an ARP cache. The advantages are: Alternatively, the MUAA CAM always gives the desired
translation in a fast, deterministic way and requires no
» Fast deterministic address translation special sorting when adding or deleting entries. Using a
> A comprehensive instruction set that includes search50MHz clock input, ARP translation requires only 80ns.
learn and delete operations for ease of use . o . )
> Automatic aging functions remove the need for external AN important advantage is gained by implementing an ARP
management software cache using the MUAA CAM Family. Because searches
» Reduced ARP traffic: a fast CAM can build an ARP and insertions can be performed more quickly and efficiently
with a CAM than with software, ARP traffic can be greatly
reduced. If new entries are added to the cache at each
arriving packet, nodes will therefore need to send less ARP
raffic in order to make updates.

table by snooping on data packet headers

The Internet Protocol (IP) address of a node is a software
assigned set of numbers used in layer 3 packef

transportation. The “actual” or physical address that the - .
data link layer (layer 2) knows for a node is the hardware, orT :p?ag’tz&ﬁgw drlgeArIT\}lorrnyeg]rcr)?))//bﬁggk:eTﬁgr;gzﬂf:z;l?;\?vs
MAC add . This add [ i t h nod d 4 P "

adaress. s adaress 1S Unique to each node an It e IP addresses to be stored in the 32-bit CAM partition

usually set in hardware on the interface card by the : . :

manufacturer or configured from a list by a system and the cqrrespondlng 48'b".[ Ethernet addr.ess stored n the

administrator. RAM partition. When searching for appropriate translation
data, the IP address is written to the CAM and if a match is

Before any data transfer can occur, an address translatiofrg)und’ the required Ethernet address is given.

must be performed to convert an IP address to its

corresponding MAC address. The Address ResolutionIfthe hardware performing the address resolution requires

Protocol (ARP) handles this translation of IP addresses td@lltrapslatlong:om.?h3ti-blltﬂzd:;eéitl\c/)l rr;‘ore than ?8 bf'ttsh’.thls
their physical addresses. ARP uses a translation table whicf >0 IS POSSIoie Wi € - An example of this

is referred to as ARP cache. The table contains mappings ggld be to aé)pl):end anTEtherdn_et IDties'f[lnezﬂon A?dr(_ass,fSource
specific layer 3 addresses to their corresponding layer f reﬁs,lin ddrame ypeh |re<; y c()j eou gmﬂg I\r/IaUn:A
hardware addresses. er the IP address search produced a match, the

CAM can output an index that will directly address external
memory. This external memory would store the frame headers,

Th jority of ARP t lati f d f P o
© majortty o ransiations performed are from &/hmh would be appended before transmission.

addresses to Ethernet addresses. Therefore the MUSI

MUAA CAM provides an ideal solution for the .
b ARP caches are usually refreshed at regular intervals to

implementation of an ARP cache. It can store 80-bit entries,d Iwith ch . K | B . .
which will accommodate both the 32-bit IP address and itscc& WIth changes in network topology. By removing entries

corresponding 48-bit Ethernet MAC address. The MU from the cache that have not been selected recently, the

CAM performs all of the operations required by ARP such tr:gsmlttl_ng node gan b(?rﬁurefthat tﬂe I'Z\?Fs)latedhhariwalrde
as search, insert, and delete. address is up to date. Therefore the cache shou

Note: This document version has not completed MUSIC'’s internal approval process, therefore it should be rechecked
with a released version or with factory personnel.
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Application Note AN-N23

always only contain correct, up to date translations. Annew translations are learned. When a node wants to transmit
external software process would normally be required todata it will first check the ARP cache to find the physical
refresh the translation table. The MUAA CAM has the address of the destination node. If the cache contains the
facility to perform all the time stamping and aging functions, address, it can be appended to the packet and transmitted.
required for refreshing the cache, automatically. This will If the translation is not held in the cache, an ARP request is
take the load off external software and increase the ease dsued and the reply is used to update the translation table.
design.
To explain how this mechanism works, a small network with
three nodes will be used as an example. Figure 1 shows a
THE ADDRESS RESOLUTION PROTOCOL very simple Ethernet LAN with three computers sharing the
transmission medium and using IPV4 as the layer 3 protocol.
The Address Resolution Protocol (ARP) defines alf node A wants to send information to node C it will search
broadcast-based method for dynamically translatingthe cache for the physical address of node C. Assuming
between higher level addresses and physical addressethat the translation data is not found, it will issue an ARP
Although many different network layer protocols and request. An ARP request is a special broadcast packet that
hardware methods are defined, the most common case is sent to all the nodes on the network. This will inform alll
translating between IP and Ethernet. Before a network nodéhe nodes that node A is wishing to send data to the node
can transmit data to another node, a translation must takeith the IP address of node C.
place. The higher level software of the transmitting node
will only know the destination by its layer 3 address. Both nodes B and C would receive the broadcast ARP
Therefore the Network Interface Card (NIC) must prefix the request packet sent by node A. Node B would examine the
physical MAC address (layer 2) to the packet beforepacket but would not respond to it after it found the
transmission. To do this, the NIC uses the ARP to translaté®estination IP Address differed from its own. At this point,
the software address to its hardware address. node B would be able to use the data contained in the ARP
request if it wanted to update its own translation table. The
An ARP cache or translation table is used to store knowrintended recipient, node C, would respond to the request
layer 3 addresses and their associated layer 2 addressdyy. sending an ARP reply back to node A. This would contain
This would normally be located on the NIC or managed bythe address translation information for nodes A and C.
the NIC software driver and is continually updated when

| ARP request >
< ARP reply |

e e

Node A Node B Node C

IP Address IP Address IP Address
8C.FC.34.21h 8C.FC.34.27h 8C.FC.34.3Ch
Hardware Address Hardware Address Hardware Address
02.06.01.00.45.22h 02.06.01.00.45.25h 02.06.01.00.45.2%9h

Figure 1: A Simple Three Node Ethernet LAN
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Hardware Type (16 bits) network. The format of the ARP request packet can be seenin
Protocol Type (16 bits) Figure 2. The reply is sent from the responding node (which
Hardware Address Protocol Address Length was C) to the node that issued the request (which was A). The
Length (8 bits) (8 bits) format of this packet can be seen in Figure 3.

Operation Code (16 bits)
Source Hardware Address

Source Higher Layer Address USING THE MUAA CAM AS AN ARP CACHE
Destination Hardware Address
Destination Higher Layer Address CAM provides a system designer with a fast and efficient
Table 1: ARP Request and Reply Layout alternative way to implement an ARP cache. In today'’s high-

speed routers and servers address resolution must be
This mechanism allows not only the transmitting node to performed with as little time overhead as possible. Normally
update its cache, but also the receiving node. Node C casoftware techniques such as binary trees and hashing would
now update its ARP cache with the newly learned IP andbe used to store and search the translation data that would
hardware address of node A. When the ARP reply isconstitute the cache. Adding entries to the table would
received by node A, it will use the translation data to allowinvolve complex, time consuming management routines, as
it to transmit the data destined for node C. It can also update degree of sorting would be required. Likewise, the time
its ARP cache with the new address information. This will taken to locate the associated match data would also be
remove the need for further unnecessary ARP request traffitime consuming and vary from search to search.
caused by subsequent data transfer between nodes A and C.
The layout of an ARP request and reply is shown in Table 1By using a CAM to store the address resolution entries, a
The size of the last four fields varies depending upon whichsystem designer can produce a fast, efficient, deterministic
translation is required. For translation between an IP Addresg\RP cache. The entries can be stored anywhere in the
and an Ethernet Hardware address, the higher layer anchemory array and hence remove the need for complex
hardware field sizes would be 32 bits and 48 bits respectivelymanagement routines. Due to the fact that all the entries are

compared simultaneously, the result is always available after
The ARP fields are described in Table 2. These fields areone fast operation. Because of the small time overhead
encapsulated within the data portion of the transmitted requesiequired to add entries, the ARP cache can be updated when
or reply packet. The request is issued as a broadcast packehckets are received, thus reducing unwanted ARP traffic.
from node A and will be received by all of the nodes on the

Description

Protocol Type This specifies the higher level protocol being used. For example IP, X.25 Level 3 and DEC
DECNET, etc.

Hardware Type This specifies the type of hardware being used. Examples of hardware used are Ethernet,

Token Ring, Local Talk, and Frame Relay.

Hardware Address Length This specifies the hardware address length (in bytes). For Ethernet this would be set to 6.
Protocol Address Length This specifies the higher level protocol address length (in bytes). For IP this would be set to 4.
Operation Code This is set to 0001h for an ARP request and 0002h for an ARP reply.

Source Hardware Address This is the physical address of the node sending the request or reply. For example, this would
contain the Ethernet MAC Address of the transmitting node.

Source Higher Layer This is the higher layer address of the node sending the request or reply. For example this

Address would contain the IP Address of the transmitting node.

Destination Hardware This is the physical address that an ARP request is trying to locate and would be left as 0. In

Address a reply this would contain the physical address of the node that the reply is being sent to. In
our example this would be an Ethernet MAC Address.

Destination Higher Layer In arequest, this is the higher layer address that needs to be translated. In areply, this is the

Address higher layer address of the node that sent the initial request. For example this would contain

an IP Address.

Table 2: Description of the Fields Used in an ARP Request and Reply
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Preamble Destination Source Address Type ARP Request Data FCS
Address

FF.FF.FF.FF.FF.FFh | 02.06.01.00.45.22h | 0806h

Hard Prot Hard | Prot Op Ethernet SA Source IP Ethernet Destination

Type | Type | Size | Size | code Address DA IP
Address

0001h | 0800h | 06h | 04h | 0001h | 02.06.01.00.45.22h | 8C.FC.34.21h Oh 8C.FC.34.3Ch

Figure 2: Format of the ARP Request Broadcast Packet from Node A

Preamble Destination Source Address Type |ARP Request Data FCS
Address
02.06.01.00.45.22h | 02.06.01.00.45.29h | 0806h

Hard Prot Hard | Prot Op Ethernet SA Source IP Ethernet DA |Destination IP
Type | Type Size | Size | code Address Address
0001h | 0800h | 06h | 04h | 0002h | 02.06.01.00.45.29h | 8C.FC.34.3Ch | 02.06.01.00 | 8C.FC.34.21h
.45.22h

Figure 3: Format of the ARP Reply Sent from Node C to Node A

The MUSIC MUAA CAM Family has many features that When a search is undertaken in order to perform the ARP
will allow it to be used easily as an ARP cache. One of theséranslation required by the transmitting node, the 32-bit IP
features is the ability to partition the memory array into address is compared simultaneously with all the valid entries
separate CAM and RAM areas. The CAM partition is the in the partitioned 32-bit CAM area. If the IP address is
part of the field that the IP addresses will be stored. Thealready stored in the ARP cache, the associated Ethernet
RAM partition is the part of the field that contains associatedaddress will be accessible from the device in a fast
Ethernet address. MUAA CAMs have an 80-bit wide memory deterministic manner. The comparison will always take 80ns
array, which can be programmable from 32 bits of CAM andwhen using a 50MHz-clock input, regardless of how many
48 bits of associated data, to 80 bits of CAM and 0 bits ofentries are stored in the cache. If the associated Ethernet
RAM. In a typical IP to Ethernet ARP cache application, itis address is all that is required it could be read from the RAM
partitioned as 32 bits of CAM and 48 bits of RAM. This sets partition of the device in two cycles. Figure 4 shows how
the CAM partition wide enough to accommodate the 32-bitthe MUAA CAM is partitioned to hold IP to Ethernet

IP addresses. The remaining 48 bits of the word will be usedranslation information.

for the associated 48-bit Ethernet MAC addresses.
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The MUAA has the ability to allow an address index to be CAM access first if both ports require a read or write into
given when there has been a successful comparison. Thitie CAM array simultaneously. The port priority would be
is the match-address where the IP address was located asdt during the configuration routine. Figure 5 shows the
can be used to index an additional area of RAM. This externatypical block diagram of how the MUAA CAM 1/O ports
RAM area can then be used to store further associated dataould be interfaced.
other than the corresponding 48-bit Ethernet address. An
example of this would be to store complete frame headers iiBynchronous Port
an external RAM. The frame headers would consist of theThe synchronous port consists of DIN(31:0), DOUT(31:0),
Ethernet destination address, source address and framend the associated inputs and outputs required for
type, which can be directly appended to an outgoing framesuccessful data transfer. Setting or clearing bit 1 and bit 2 in
The address index can be configured to be available beforthe Configuration register can configure it for either 16-bit
or after the associated RAM partition to allow complete or 32-bit use. The control hardware will transfer data to the
flexibility when allocating associated data width. CAM by loading it onto the DIN(31:0) pins of the CAM
(and take /DINE LOW). At the same time, the correct
Time stamping and aging is used to refresh the ARP cache dimstruction is given by loading the OP(3:0) pins with the
a regular basis. This is to ensure that nodes that no longemppropriate data. There is a range of instructions possible
exist or have been reconfigured are removed or updated. Whesuch as learn, search, delete, load, and age. For example,
a conventional CAM is used, extra bits of associated datdoading DIN with the 32-bit IP address carries out a
would be required to implement the aging scheme. It wouldtranslation search when the search or searcha instruction is
also increase the time required to add or update entries. Thgiven. The full list of all the possible instructions with an
complication is removed when using the MUAA CAM as all explanation of their use can be found in the MUAA CAM
the entries are automatically aged. This is explained later in thdata sheet. A full description of all the operations that are
section on time stamping and aging on page 8. required is given later in the CAM Code section on page 10.

The MUAA CAM has two ports for data transfers to and Data is transferred from the CAM to the control hardware
from the device. This will give the system designer accesaising the DOUT(31:0) output of the synchronous port. The
to the table entries directly in hardware or by using higherCAM will load the DOUT(31:0) pins with the relevant data
level software through the system microprocessor busand take /DOUTVALID LOW. Please note that the timing of
architecture. The two ports are the synchronous port andDOUTVALID with respect to DOUT(31:0) can be configured
the processor port. Operations may occur on both ports ab be active on the same CLK or one CLK period eafliés.

the same time; the port with the highest-priority will gain will allow the MUAA CAM to be interfaced with devices that

have registered 1/O.

RAM CAM

N A
4 e A
79 3231 0

02.06.01.00.45.20 8C.FC.34.01
02.06.01.00.45.29 8C.FC.34.02
02.06.01.00.45.30 8C.FC.34.54
02.06.01.00.45.2F 8C.FC.34.12
02.06.01.00.45.42 8C.FC.34.6E
02.06.01.00.45.1C 8C.FC.34.05
02.06.01.00.45.14 8C.FC.34.23
02.06.01.00.45.67 8C.FC.34.11
02.06.01.00.45.35 8C.FC.34.10

Ethernet IP

Figure 4: MUAA CAM Partioned for IP to Ethernet Translation
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OP(3:0)
PROCD(31:0)
DOUT(31:0)
PROCA(5:0) |
host processor ] DIN(31:0)
R/IW
) Control
MUAA CAM Chain /DOUTE
PROCREADY PLD, FPGA, ASIC
IDINE
/PCS /OE
INT DINREADY
/DOUTVALID
IFF
IMF

Figure 5: C Block Diagram Showing MUAA CAM I/O Ports

The output port is used to transfer the associated dat® ROCA (5:0) inputs. The relevant address is loaded on
(corresponding Ethernet address) and address index. Thgits 5—-1with Bit O being used only in 16-bit mode. When 16-
address index will allow the user to implement further bit mode is selected, a logic 0 indicates the lower 16 bits of the
associated data in software or hardware if so required. Thisegister and a logic 1 indicates the upper 16 bits. But if a 32-bit
can be configured to be available before or after themode is selected, Bit 0 must be connected to a valid logic level.
associated data, when a IP search results in a MATCHIhe processor has other pins that are required to ensure
condition. At this point both the associated data and thesuccessful data transfer. These are R/W, /PCS, and
address index will become available. If the address index iS°ROCREADY.
not required, the associated data should be configured to
become available first, which will output the corresponding R/W is a read or write input that controls the direction of
Ethernet address. data to and from the CAM. R/W is held LOW to write data to
the CAM and it is held HIGH to read data from the CAM.
The user has high impedance control of the output datdPCS is the processor port chip select input and is asserted
from the synchronous port by asserting /OE whenLOW to indicate that the cycle is to the processor port. The
necessary. The /DOUTE input is the DOUT(31:0) enablerelevant timing information for read and write cycles with
control. When the data word is configured to be wider thanrespect to /PCS are given in the MUAA CAM data sheet.
the output port, this strobe enables the next word(s) of the?ROCREADY is an output from the CAM and indicates that
DOUT data onto the DOUT(31:0) pins. This will be required the processor may read data or data was successfully read
when reading the 48-bit Ethernet addresses after @y the device.
successful search as two cycles are required. The input
and output ports could share the same 32 bit or 16 bit budnterface Pins
allowing the pin count of surrending hardware to be reducedlrhe MUAA CAM Family has other pins that allows it to be
if required. Refer to the MUAA CAM data sheet for a interfaced simply with surrounding hardware. /MF is the
comprehensive description of all the pins found in the Match Flag output and is asserted LOW by the device to

MUAA CAM Family. indicate that there was a match after the previous search or
learn operation. /FF is the Full Flag output and is asserted
Processor Port LOW by the device to indicate that the device is full and is

The processor can transfer data to the CAM by loading thainable to learn new addresses. CHAINUP, CHAINDN,
PROCD(31:0) pins with the necessary data. These pins are bEHAINCS, and CHAIN(3:0) allow up to four CAMs to be
directional and are used for both reading and writing to thetransparently chained together. See the section on device
CAM. The internal registers are accessed by the use of thehaining on page 10 for more information.
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The CAM has an INT output pin which is asserted HIGH or queue entry, the PROCREADY output would be held LOW
LOW (this is configured to suit the users application). This by the MUAA CAM until the synchronous port was
allows hardware to be notified of any internal interrupts. finished. The PROCREADY would then be taken HIGH to
The four interrupts that are possible are the aged or learindicate that the data read operation could be completed.
gueue has at least one entry, or a processor or synchrono8®th queues can also be completely emptied by using the
write exception has occurred. The individual interrupts canappropriate clear instruction.
be enabled or disabled at system configuration. When
enabled, the interrupt facility allows the system to keep trackSWEX and PWEX
of aged and learned entries, and to deal with exceptions. The MUAA CAM series contains two interrupts that signal

write exceptions. The exceptions indicate that a lower priority
The CLK input is the main system clock and registers allport attempted to write a new entry into the CAM at the
data read and writes to the device. /RESET is the systersame time as the higher priority port, when the higher priority
reset input. This must be asserted LOW for at least 3 CLKport already has a write operation in the pipeline and the
periods to reset the MUAA CAM. Please note that the CAM has 2 entries left. The SWEX exception indicates that
DINREADY output may stay LOW for up to 800 CLK periods the synchronous port was the offending lower priority port
after /RESET has been taken HIGH. /TRST, /TCLK, TMS, and PWEX indicates the processor port.
TDI, and TDO are the JTAG IEEE Standard test pins.

Both interrupts will cause the INT pin to be asserted if they
AQUEUE and LQUEUE are enabled in the Configuration register. The interrupt
The MUAA CAM Family provides “virtual queues” to service routine should read the Address Index register to
enable the system to keep track of entries that are aged adentify the cause of the interrupt. The appropriate Flag
learned. The AQUEUE contains all entries that have beerregister should then be read to acknowledge the interrupt
aged from the CAM memory array. The LQUEUE contains and return the INT pin to its normal state. Appropriate action
all the entries that have been learned or added to the CAMan then be taken to rectify the subsequent problems caused
memory array. Both “virtual queues” work in the same way by the exception.
with only minor differences. The LQUEUE is always enabled
whereas the AQUEUE must be enabled, if it is required, byFor instance, assuming that the synchronous port has been
setting bit 14 of the Configuration register to 1. Both share theconfigured to be the highest-priority, the INT pin is asserted
same hardware interrupt output (INT) to inform the processoiif the processor port causes an exception. Once the PWEX
that a new entry has been written into the relevant queue. Flag register has been read to acknowledge the interrupt

and reset the INT output, the following action can be taken.
These interrupts are enabled or disabled in the ConfiguratiorThe learn or insert instruction initiated by the processor
register. When an interrupt occurs, the MUAA CAM assertsprior to the exception must be attempted once the MUAA
the INT pin. The system can find the cause by reading theCAM is no longer full. The /FF output can be monitored to
Address Index register and acknowledge it by reading thenotify the processor when the MUAA CAM is no longer
appropriate Flag register. The interrupt will not be re-assertedull and hence allow it to re-attempt the failed instruction.
until the relevant queue has been emptied and then receivéssuing a manual age instruction may require a deletion of
another entry. The Flag registers can also be used in aome older entries and therefore producing some free
software implementation when the INT pin is not enabled. memory space.

The entries in the queues can be read out from the processdiME STAMPING AND AGING

port using the read LQUEUE and read AQUEUE instructions.

This would allow the upper level software access to theNormally software techniques are used to mark the entries
information regarding the age of entries when using thein the translation table with a time stamp in order to keep
auto-age facilities. Although the MUAA CAM will track of the age of an entry. As new entries are added, the
automatically age the entries in the cache to refresh thassociated data field would be used to store the time stamp
table and reduce transmission errors, higher level softwaras well as other necessary information. Entries could also
may need to be informed of the aging status. Whenbe marked as static or permanent. The software routines
attempting to read queue entries from the processor portwould normally use simple “old” and “new” time stamps or
there may be a delay if the synchronous port has highea more sophisticated approach with multiple time-stamps.
priority and is also accessing the CAM memory array. ForThe more sophisticated approach would give the entries a
example, if the processor port tries to gain access to read @nge of time stamps and age out the oldest when necessary.
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When a search (in order to find an associated EthernefAutomatic Aging with the MUAA CAM

address) produces a MATCH condition, the associated datdhe MUAA CAM Family has an IEEE compliant automatic
field would be updated to contain the most recent time-time stamp and aging facility that greatly increases the
stamp. If the search produced a NO-MATCH condition the usability of the device. The time stamps are stored internally
ARP request and reply operation would be performed inwhen entries are learned and are invisible to the user. The
order to update the cache. The newly learned IP addresauto-aging function is selected by setting bit 13 of the
and its Ethernet address would then be added to the memorgonfiguration register to 1. This will cause the CAM to
array with its time stamp. After a predefined aging interval, automatically purge or delete all entries in the CAM that
the processor would then invoke a purge routine to removehave the oldest time stamp (and are not marked permanent).
all the entries that contain the oldest time stamp (permanenThe oldest entries can also be aged out manually (whether
entries would not be removed). This would help network or not auto-aging is enabled) by using the age instruction.
management as nodes, that no longer exist or have beehhe auto-age interval is the time that will elapse between
reconfigured, would be automatically removed from the purges and is configured by the user by setting the Auto-
table. This would help reduce transmission errors causedage Interval register. The register is 32 bits wide and the

by packets being sent to the wrong address. value contained in it is divided by the CLK input to produce
AUTO-AGING
REGISTER BIT VALUE DESCRIPTION NOTES
Configuration 13 1 Turns the auto-aging function on.
register
Configuration 18 lor0 Sets the priority of auto-age over I/O ports. 1
register
Auto-age Interval all 32-bit value | This sets the time between the automatic aging. 2
register
Learned Entry Life all 9-bit value | This sets the length of the entry life. 3
register

MANUAL AGING

REGISTER BIT VALUE DESCRIPTION NOTES
Configuration 13 0 Turns the auto-aging function off.
register
Configuration 18 Don't care | This bit sets the priority of auto-aging. Because auto-
register aging is off, this can be either 1 or 0.
Auto-age Interval all Don't care | This sets the time between purges. Because auto-aging
register is off, this can be left with its initial value.
Learned Entry Life all 9-bit value | This sets the length of the entry life. 3
register
NOTES:

1. When the auto-aging function is chosen, the priority must be set. At some point the auto-age logic may want to apsaate| at th
time as the synchronous or processor ports. Setting bit 18 of the Configuration register to 1 gives the auto-age fugrgtion high
priority. In a typical bridge or switch application this bit would be set to 0 to give the function the lowest priority.

2. The Auto-age Interval register requires a 32-bit value to set the interval between purges or aging. This value is thieiged by
system input CLK signal to produce the time interval. The MUAA CAM Series resets with the value 02FAF080h in thig register.
If a 50MHz CLK signal is used, the aging interval will be one second.

3. The Learned Entry Life register requires a 9-bit value to set the length of time each entry will exist in the CAMt ififids teal
This is effectively the number of aging intervals that will occur before the entry will expire. The life of each entistavilmery|
time it is ‘touched’ or the time-stamp is updated. The system resets with the value 012Ch, giving each entry a lifecsfd3)0 sec
with a 1-second aging interval.

Table 3: Register Settings for Automatic and Manual Aging
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the time interval. The register resets to 02FAF080h, whichused to search the CAM array for the corresponding Ethernet
will give an interval of 1 second with a 50MHz CLK. address. Théarn<DIN> instruction is used to add new
translation data to the cache. Both instructions will
The priority of this auto-aging function is selected at automatically add or update the time-stamp associated with
configuration. The value of bit 18 in the Configuration the entry.
register is changed to make automatic aging higher or lower-
priority than synchronous or processor port operations.Table 3 shows the different settings required for automatic
In a typical ARP cache, any auto-aging facility would and manual aging. If the user does not want to use the time
normally be given the lowest-priority. The time stamps arestamp and aging facility, the CAM would be configured as
automatically added or updated when an IP/Ethernet searcfor no automatic aging and the manual age instruction would
or addition is carried out. Tlesearcha<DIN>instructionis  never be given.

5 DIN(31:0) DINREADY ——»
/DOUTVALID|——»
DINE PROCREADY|——»
0P(3:0)
= DOUT(31:0) INT q
IOE IMF——»
IDOUTE  MASTER
PROCD(31:0) SHAINN
CHAIN(2
PROCA(5:0) CHAIN(3
il R CHAINCS
] CLK CHAINUP —
JRESET CHAINDN

DIN(31:0)

DINE

OP(3:0)

DOUT(31:0)
i J/OE SLAVE 1
PROCD(31:0)

PROCA(5:0)

[Te
|

DIN(31:0)
DINE
OP(3:0)
CHAIN
DOUT(31:0) CHAIN
CHAIN
§IE=1‘ DouTE SLAVE2 CHAIN
PROCD(31:0)

(5:0)

= DIN(31:0)
DINE
=3 OP(3:0)
CHAIN
DOUT(31:0) CHAIN
CHAIN
CHAIN

I0E
/DouTe SLAVES

3 PROCD(31:0)
PROCA(5:0)

7 Riw
[ | /IPCS
LK

[Te
|

Figure 6: Four Devices Chained Together
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DEVICE CHAINING The other routines will be shown for access through both
the processor port and the synchronous port. This will allow

The MUAA CAM Family comes in 2K, 4K, and 8K deep a system designer to implement an ARP cache accessible

devices. If an application requires a table that is larger tharthrough the system processor bus or if required through

8K, it is possible to transparently chain CAMs together. some hardware control logic. The signal values shown for

They are designed so that up to four CAMs can bePROCA are shown for 32-bit mode. Therefore PROCA bit 0

connected together to provide a total memory depth ofmustbe held at a valid logic level. Please note that the signals

32K without the need for any external logic. Figure 6 showsspecified in this section are shown without reference to

how four devices would be connected. Each CAM has aappropriate timing considerations. The MUAA CAM Family

set of I/O pins that allow them to be connected in a chaindata sheet contains all the relevant timing information for

They are CHAIN(3:0), CHAINCS, CHAINUP, and CHAINDN. the signals required for both synchronous and processor

Only the CAM known as the MASTER provides the port data transfer.

DINREADY, /DOUTVALID, PROCREADY, INT, /FF, and /IMF

outputs. They are left unconnected on the other CAMs. ThigdMUAA CAM Configuration

scheme allows devices to be designed and included on th&able 4 shows the data that is required to configure the

PCB but not fitted. The fit order would be MASTER, SLAVE1, MUAA CAM in the following way:

SLAVEZ2, etc. The CAMs can be safely chained together with

no need to worry about timing delays caused by internal flagk> 32 bit I/O in both the synchronous and processor ports.

ripple-through. Operation of a set of chained CAMs is identical > 32 hits CAM and 48 bits RAM. This allows the IP

to the operation of a single CAM whose size is equal to thatof  addresses to be loaded in 1 clock cycle and the associated

the chained devices. If the application required a table depth  Ethernet addresses read out in 2 clock cycles.

greater than 32K, external logic will be required to do parallel > /DOUTVALID is on the same CLK signal as the data.

operations on each group of up to four CAMs. » INTis active HIGH
» LQUEUE, AQUEUE, PWEX, and SWEX interrupts are
enabled.
CAM CODE » The auto-aging function is enabled.

AQUEUE is enabled.

The synchronous port is given higher priority than the
processor port.

The port address index will be available to be read from
DOUT after the associated data.

This section explains the code required when implementing;,
an ARP cache using the MUAA CAM. It will show the data
required and explain the timing of the relevant signals. Before,
the ARP cache can begin accepting ARP translation data, it
must be configured to suit the application. Once configured, : . . .
the MUAA CAM can be used to learn new translation data, Thg au_to-aglng fu_nctlgn will have the lowest priority
add permanent translations, search for associated Ethernet durlr?g internal arbitration. ) )
addresses and delete individual entries. Although the” The interval between automatic removal of older entries
configuration shown is for automatic aging, it is also in the translation table is 0.5 seconds at 50MHz.
possible to manually age out older entries. The registers® The number of aging intervals before an entry is
that are required for configuration can only be accessed removedis 1800 (i.e., 15 minutes).

from the processor port. Therefore the configuration routine

will be shown with reference to the signals required for It should be noted that the AQUEUE and LQUEUE
processor port data transfer. interrupts are enabled in this configuration only to show

how this can be done. An ARP cache can function without

Line | /PCS | RIW PROCA(5:1) PROCD(31.:0) Description
1 L L 10000b 00007F18h Set up Configuration register
2 L L 11000b 017D7840h Sets Auto-age Interval register as 0.5 seconds at
50MHz
3 L L 11001b 00000708h Sets up the Learned Entry Life register as 1800
decimal (i.e., 15 minutes)

Table 4: CAM Cycle Sequence for Deleting an Entry
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this facility as itis only required if upper level or managementbe read from the CAM in two cycles. Both port signal values

software wishes to keep track of learned or aged entriesare shown to allow a hardware or software solution to be

The auto-age function is turned on and set to 708h (1800dimplemented.

aging intervals per entry life with an interval of 0.5 second.

These values were arbitrarily chosen in order to show howTable 5 shows the signals and data required when using the

the CAM is configured. The actual values required would synchronous port for translation. This involves loading the

depend on how many different IP addresses the ARP cachgynchronous port of the CAM with the destination IP

is expected to store within a given time frame. address that requires address resolution. The 32-bit address
is placed on DIN and the searcha <DIN> instruction is issued.

To configure the MUAA CAM, the three registers shown The IP address is compared with the 32-bit CAM partition of

in Table 4 are loaded with the relevant data. The appropriatthe memory array. Searcha <DIN> is used in order to

register is selected by loading the PROCA bus with theautomatically update the age or time stamp of the entry when

value associated with it. The data is applied to PROCD(31:0p MATCH is found. Alternatively, search <DIN> (Op-code

while asserting /PCS and R/W LOW. The data will be 0011b) can be used if aging is not required.

accepted by the appropriate register at the rising edge of /

PCS. The MUAA CAM will assert PROCREADY HIGHto The search operation takes four CLK periods after the

indicate that the data has been accepted. instruction is given. The /DOUTVALID output will be
asserted LOW for one CLK period when the results are
IP to Ethernet Translation available. If the search finds a MATCH, (/MF is asserted

The translation is accomplished by loading the data port.OW) the associated Ethernet address can be read from
with the 32-bit IP address and monitoring the /MF flag or DOUT in two cycles. When /DOUTVALID is detected being
MF register. When using the synchronous port the hardwarasserted LOW, bits <31:0> of the address can be read by
/MF pin will show if the was a MATCH. If the processor asserting /OE. /DOUTE is asserted LOW to strobe the
port is used, the MATCH result must be found by readingsubsequent 32-bit words from DOUT. Line 3 shows bits <47:32>
either the Address Index register of the MF flag register. Ifof the address being read from DOUT. Bits <31:16> of DOUT
there is a match, /MF is asserted LOW (or MF register flagcan be discarded at this point as they are unused in the data
is set to 1) and the associated 48-bit Ethernet address cdransfer. If the address index is required, itis read in line 4.

Synchronous port
Line Mnemonic /DINE OP(3:0) DIN(31:0) Description Notes
1 searcha<DIN> L 0100b DA bits <31:0> Load DIN with the 32-bit IP
address and initiate a search
(with auto-aging).

If IMF is asserted to indicate a MATCH and /DOUTVALID is asserted to indicate valid data, the following will read
the associated Ethernet address (and address index if required):

Line | /OE | /DINE | /DOUTE DOUT(31:0) Description Notes
2 L H H Ethernet <31:0> Read the associated data from MATCH 1
location to find the corresponding Ethernet
address.
3 L H L Ethernet <47:32> | Read the remaining bits. 2
4 L H L index <31:0> Read the address index if required. 3
NOTES:

1. The MUAA CAM was configured during the configuration routine to place the associated data (RAM partition) onto the DQUT pins
before the address index. This can be configured to allow the address index to be placed onto the pins first.

data transfer. /IDOUTE is asserted LOW to clock out the next word from the CAM.
3. /DOUTE is asserted LOW by the host system to clock out the next word from the CAM. In this case it is the addresserjdex of th
matched location. If the address index is not required, line 4 can be ignored.

Table 5: Signal Values to Search CAM Using Synchronous Port
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If the result of the search is a NO-MATCH condition, (/MF detected being asserted HIGH, bits <31:0> of the address
is held HIGH) the translation data is not held within the can be read by loading the PROCA bus with the DOUT
ARP cache. Therefore the upper-level software is unable toegister address and asserting /PCS LOW.
transmit its data and the ARP request and reply procedure
must be carried out. An ARP request is sent and thd.ine 4 shows bits <47:32> of the address being read from
subsequent reply is used to update the cache and providee DOUT register. Bits <31:16> can be discarded at this
the required destination hardware address to enable thpoint as they are unused in the data transfer. If the address
upper level software to complete its data transfer. index is required, it is read from the Address Index register
in line 5. During all data reads from the processor port,
Table 6 shows the signals and data required when using theROCREADY is used for flow control. The MUAA CAM will
processor port for translation. This involves loading the hold it LOW until the data in the appropriate register is valid.
processor port of the CAM with the destination IP address
that requires address resolution. The 32-bit address is placddearn New Translation Data
on PROCD and the searcha <DIN> instruction is issued New translation data has to be added to the MUAA CAM
The IP address is compared with the 32-bit CAM partition after the ARP request and reply process has been completed.
of the memory array. Searcha <DIN> is used in order toTo reduce the amount of ARP traffic, all the network packets
automatically update the age or time stamp of the entrythat are received by a node can also be monitored. This will
when a MATCH is found. Alternatively, search <DIN> allow the NIC to constantly update the cache with new
(register 00011b) can be used if aging is not required. translation data gained from the incoming network packets.
Once a new translation is found, the IP address and its
The search takes four CLK periods after the instruction iscorresponding Ethernet address are written into the CAM
given. The PROCREADY output will be asserted HIGH when memory array and a new time stamp or age is automatically
the results are available. At this point the /MF hardwareadded. Both port signal values are shown to allow a
output flag cannot be inspected to find the result of thehardware or software solution to be implemented.
comparison. Instead, the MF Flag register would be read to
determine the result and is shown in line 2. If the result wasTable 7 shows the signals and data required when using the
a MATCH, the associated Ethernet address is read from theynchronous port for adding new data. This involves
DOUT register in two cycles. When PROCREADY is loading the synchronous port of the CAM with the IP and

Processor port

Line | /IPCS | RIW PROCA(5:1) PROCD(31:0) Description Notes
1 L L 00100b IP address Write IP address to the searcha register
2 L H 10001b MF flag (bit 1) Read MF register to determine result of 1
previous comparison. MF = 1 indicates a
match.

If MF bit was equal to 1, the following will read the associated Ethernet address (and address index if required):

3 L H 01101b Ethernet address | Bits <31:0> of the Ethernet address are 2
Bits <31:0> read from the DOUT register
4 L H 01101b Ethernet address | The remaining Ethernet bits are read from 3
Bits <47:32> the DOUT register
5 L H 10011b Address index Read the address index if required 4
NOTES:

1. The MF flag will be available on bit 1 of PROCD(31:0). The other bits can be discarded when reading this register.

2. The MUAA CAM was configured during the configuration routine to place the associated data (RAM partition) into the|DOUT
register before the address index. This can be configured to allow the address index to be placed into the register first.

3. Bits <47:32> of the Ethernet address are placed on bits <15:0> of the DOUT register. Bits <31:16> should be discard¢d and not
used during the data transfer

4. The address index of the matched location is available in the Address Index register after the associated ddtaskH theéex
is not required, line 5 can be ignored.

Table 6: Signal Values to Search CAM Using Processor Port
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Ethernet addresses in three cycles. The IP address is writtarycles. The IP address is written to the CAM partition and
to the CAM partition and the Ethernet address is written tothe Ethernet address is written to the RAM partition. It is
the RAM patrtition. It is done in 3 steps: Line 1 loads the IP done in 3 steps: Line 1 loads the IP address; Line 2 loads bits
address. Line 2 loads bits <31:0> of the Ethernet address<31:0> of the Ethernet address; Line 3 loadse¢h&ining 16
Line 3 loads the remaining 16 bits of the Ethernet addressits of the Ethernet address on bits <15:0> of PROCD and
on bits <15:0> of the DIN input and initiates the learn initiates the learn operation. The most significant bits on PROCD
operation. The most significant bits on DIN at this point at this point are discarded. Once the 80-bit data word has been
are discarded. written to the CAM, it updates the entry in the same way as
described for the synchronous port.
The learn operation causes the IP address to be compared
with the CAM partition. If the comparison results in a NO- Add Permanent Entries
MATCH condition being given, the 80-bit translation data In certain circumstances the ARP request and reply process
is added to the next free location of the memory array. Atmay not produce the translation information required. An
this point the most recent time-stamp or age is automaticallyexample of this would be when a node does not have the
added to the entry. If the result is a MATCH condition, the capability to reply to ARP requests about its address
48-bit Ethernet address and the time-stamp or age araformation. If there is no proxy ARP on the network, the
updated. This is unlikely to occur because new translatiortranslation for the “dumb” node has to be added to the ARP
data is only added after a search has already shown thaache manually. When it is added to the cache in this way, it
the IP address is not located in the memory array. must be marked as a permanent entry to ensure that it is not
removed during the automatic aging process. The insert
Table 8 shows the signals and data required when usin@struction is used to add the entry as a permanent one. The
the processor port for adding new data. This involvesdelete instruction can be used to remove the entry when it is
loading PROCD with the IP and Ethernet addresses in threao longer valid.

Synchronous port
Line | Mnemonic /IDINE OP(3:0) DIN(31:0) Description Notes
1 load<DIN> L 0001b IP address Load DIN with the 32-bit IP address
2 load<DIN> L 0001b Ethernet Load DIN with first 32 bits of the
address bits Ethernet address
<31:0>
3 learn<DIN> L 0101b Ethernet Load DIN with the remaining 16 bits of 1
address bits the Ethernet address and add all 80 bits
<47:32> to CAM memory array (add time stamp)
NOTES:
1. Bits <47:32> of the Ethernet address are placed on DIN <15:0>. DIN <31:16> bits are discarded and not
used during the load.

Table 7: Signal Values to Add New Translation Data Using the Synchronous Port

Processor port

Line | /PCS | R/IW | PROCA(5:1) PROCD(31:0) Description Notes
1 L L 00001b IP address Load PROCD with the 32-bit IP address
2 L L 00001b Ethernet address | Load PROCD with first 32 bits of the
bits <31:0> Ethernet address
3 L L 00101b Ethernet address | Load PROCD with the remaining 16 bits of 1
bits <47:32> the Ethernet address and add all 80 bits to
CAM memory array (add time stamp)

NOTES:
1. Bits <47:32> of the Ethernet address are placed on PROCD <15:0>. PROCD <31:16> bits are discarded and not used

during the load.

Table 8: Signal Values to Add New Translation Data Using the Processor Port
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Table 9 shows the signals and data required when usingalues are shown to allow a hardware or software solution
the synchronous port for adding permanent data. Thigo be implemented. Table 11 shows the signals and data
involves loading the synchronous port of the CAM with required when using the synchronous port for deleting data.
the IP and Ethernet addresses in three cycles. The IFhis involves loading the synchronous port of the CAM
address is written to the CAM partition and the Ethernetwith the IP address of the data to be removed. The IP address
address is written to the RAM partition. It is done in 3 is written to the CAM partition while loading OP(3:0) with
steps: Line 1 loads the IP address; Line 2 loads bits <31:0#he instruction required to delete an entry. The IP address
of the Ethernet address; Line 3 loads the remaining 16 bitsvill be compared with the CAM partition of the memory
of the Ethernet address on bits <15:0> of the DIN input andarray and deleted when it is found. The MUAA will assert/
initiates the insert operation. The most significant bits onMF LOW to indicate that the comparison produced a MATCH
DIN at this point are discarded. and the matching location was deleted. The address index is
made available at DOUT to enable any further associated data
The insert operation causes the IP address to be comparéalalso be removed. /DOUTVALID will be asserted LOW for
with the CAM partition. If the comparison results in a NO- one CLK period by the MUAA CAM to indicate the presence
MATCH condition being given, the 80-bit translation data of a valid address index is at DOUT.
is added to the next free location of the memory array. If the
resultis a MATCH condition, the 48-bit Ethernet address isTable 12 shows the signals and data required when using
over-written into the RAM partition of the matching location. the processor port for deleting data. This involves loading
In both cases, the entry is marked as a permanent one airtROCD with the IP address that has to be removed. The IP
will not be removed by the automatic-aging function. address is written to the CAM partition while loading
PROCA(5:1) with the value of the register required to delete
Table 10 shows the signals and data required when usingn entry. The IP address will be compared with the CAM
the processor port for adding permanent data. This involvegpartition of the memory array and deleted when it is found.
loading PROCD with the IP and Ethernet addresses in threghe address index is made available in the Address Index
cycles. The IP address is written to the CAM partition andregister along with the result of the comparison. The MUAA
the Ethernet address is written to the RAM partition. It is CAM, to indicate that the comparison results are available,
done in 3 steps: Line 1 loads the IP address; Line 2 loadasserts PROCREADY HIGH. Line 2 shows how the Address
bits <31:0> of the Ethernet address; Line 3 loads thelndex register is read to give the comparison result and the
remaining 16 bits of the Ethernet address on bits <15:0> ofiddress index of the deleted entry. Bits <25:0> will indicate
PROCD and initiates the insert operation. The most significanthe address index and bit 30 will indicate the result. Bit 30
bits on PROCD at this point are discarded. Once the 80-bitvill be equal to 1 if the result was a NO-MATCH condition
data word has been written to the CAM, it updates the entnand it will be equal to O if it was a MATCH. If the address
in the same way as described for the synchronous port.  index is not required, reading the Address Index register
when PROCREADY is asserted will still indicate that the
Delete Individual Translation Data Entries translation data was successfully deleted. Reading the MF
Translation data can be removed from the MUAA CAM if flag register (PROCA(5:1) =1001b) can also do this.
it is found to be incorrect or out of date. Both port signal

Synchronous port

Line Mnemonic /IDINE OP(3:0) DIN(31:0) Description Notes

1 load<DIN> L 0001b IP address Load DIN with the 32-bit IP address
2 load<DIN> L 0001b Ethernet address Load DIN with first 32 bits of the

bits <31.:0> Ethernet address
3 insert<DIN> L 0010b Ethernet address | Load DIN with the remaining 16 bits 1

bits <47:32> of the Ethernet address and add all

80 bhits to CAM memory array
(and mark as permanent)

NOTES:
1. Bits <47:32> of the Ethernet address are placed on DIN <15:0>. DIN <31:16> bits are discarded and not used during th¢ load.

Table 9: Signal Values to Add Permanent Translation Data Using the Synchronous Port
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Aging out Older Entries Manually compared with the age counter. The resulting MATCH
The MUAA CAM can automatically age out older entries locations are deleted (or added to the AQUEUE if it is
when the auto-age function is selected. Whether this optiorenabled) and therefore aged out or purged.

is configured or not, the user has full control over the purging

of older entries. Manual aging can be performed if auto-Table 14 shows the signal values required when removing
aging is not configured or extra purges can be initiated if forolder entries from the CAM using the processor port. /PCS
example the /FF hardware flag indicates that the device iss asserted LOW to indicate a processor port cycle and
full. Either port can be used to manually age out the entriesR/W is asserted LOW to indicate a write cycle. The MUAA
Table 13 shows the signal values required when removindCAM will assert PROCREADY HIGH to indicate that the
older entries from the CAM using the synchronous port. data has been accepted.

When the command is given, all non-permanent entries are

Processor port

Line | /IPCS | RIW | PROCA(5:1) PROCD(31:0) Description Notes
1 L L 00001b IP address Load PROCD with the 32-bit IP address
2 L L 00001b Ethernet address | Load PROCD with first 32 bits of the
bits <31:0> Ethernet address
3 L L 00010b Ethernet address | Load PROCD with the remaining 16 bits of 1
bits <47:32> the Ethernet address and add all 80 bits to
CAM memory array (mark as permanent)

NOTES:
1. Bits <47:32> of the Ethernet address are placed on PROCD <15:0>. PROCD <31:16> bits are discarded and not used

during the load.

Table 10: Signal Values to Add Permanent Translation Data Using the Processor Port

Synchronous port

Line Mnemonic /DINE OP(3:0) DIN(31:0) Description Notes

1 delete<DIN> L 0110b IP address Load DIN with the 32-bit IP address
and initiate a delete operation

If IMF is asserted to indicate a MATCH and /DOUTVALID is asserted to indicate valid data, the following will read the
address index if required:

Line | /OE | /IDINE | /DOUTE DOUT(31:0) Description Notes
2 L H H Address index Read the address index of the deleted entry 1
bits <31:0>
NOTES:

1. The address index of the matched location is available at DOUT after the deletion has been performed. If the addres$ index
is not required, line 2 can be ignored.

Table 11: Signal Values to Delete Translation Data Using the Synchronous Port
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Processor port

Line

/PCS | RIW

PROCA(5:1)

PROCD(31.0)

Description

1

L L

00110b

IP address

Load PROCD with the 32-bit IP address
and initiate a delete operation

When PROCREADY is asserted HIGH to indicate that the internal comparison (and deletion if possible) is complete
result and Address index can be read:

2

L H

10011b

Address index
bits <25:0>
IMF bit 30

Read the address index of the deleted
entry and the comparison result from the

Address Index register

Table 12: Signal Values to Delete Translation Data Using the Processor Port

Synchronous port
Line Mnemonic /IDINE OP(3:0) DIN(31:0) Description Notes
1 age L 0111b XXXXXXXXh Age out older entries 1
NOTES:
xxxxxxxxh = Don't care.
Table 13: Signal Values to Purge Older Entries Using the Synchronous Port
Processor port
Line | /PCS | RIW PROCA(5:1) PROCD(31:0) Description Notes
1 L L 00111b XXXXXXXXh Age out older entries 1
Notes:
xooooaxxh = Don't care.

Table 14: Signal Values to Purge Older Entries Using the Processor Port
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